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FOCUS: GUEST EDITORS’ INTRODUCTION

Automotive
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John Favaro, Intecs

SOFTWARE IS THE number-one
decisive competitive factor in the au-
tomotive industry. Innovations such
as driver-assistance systems and

Automotive
Software

SOrTWARE 1 THE

energy-efficient driving require c
plex solutions with complex s
ware functionality. Not only mn
the growing complexity be manag
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Linguage processing

v~ From Theory 10 Practice
% Here we illustrate 2 C implemen-  In deep learning, the training itself
- tation of some of the main deep- actually functions 2s 3 programming
learning concepts. Figure 2 presents

e neuron and  the example of comput
ures and a g be able W march the
statistically expected cx
DNN training requires 3

marking detection.

ith up to 10 layers and  of
nodes. Their develop.  frox
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are taken into account (and are rep-
resented graphically) and are related
to requirements and design parts.

One relevant activity is to iden-
tify which artifacts suggested by
1SO 26262 are in the assurance
project. These artifacts are evidence
supporting our arguments and help
us automatically check 15O 26262
compliance. The left side of Figure
5 shows the repository explorer,
which stores arguments, assurance
projects, evidence, and processes.
The right side shows a tree view of
artifacts for our SEooC

A compliance management panel
(see Figure 6) summarizes which ISO
26262 requirements our project has
fulfilled and to what extent we cov-
ered all the requirements. This panel
(which is connected to a webserver)
manages the list of baseline clements
that our assurance project should
satisfy (see the left side of Figure 6).
For each ISO 26262 requirement,

of funct fety

the compliance status is h
in green, orange, or red. The panel
also indicates the impact-analysis
(IA) status, which is used when the
evidence has changed.

sing OpenCert for the
Hall-sensor-based SEooC
taught us two main things.
First, you should combine the analy-
sis of assumptions and the analysis

by using tools that support not just
safety case diagrams but also evi-
dence and compliance. Second, engi-
neers must be aware of the evidence
supporting each decision, even at the
architectural level.

This approach is being im-
proved under the Furopean AMASS
(Architecture-Driven, Multi-concern
and Seamless Assurance and Certifica-
tion of Cyber-physical Systems; www

FIGURE 5. A churk of our SEooC projct evidonce. The left side shows the reposiory

axplorar, which s10ros argumants, asSUFANCA Projects, avidence, and processes. The

Tight sicka Shows a frea view of artifacts for our SE00C.

B 2453 Erdmmes o ovsts mumspeant

2433 1 Pt
B e L

3481 Sy

-

Compliance report Dasetne Fianewon 1502026 Export to MS Word
Project Compliance Oveest sompaance sutve: (TTETT) @l Bate Asset Compitance Details
Hae 2. s et
Tioe L L Comptmes W i .
iy vt e Tasts The erkdence everted buive s Ay Cor sl o
e seincind haarire arset
g D) @ [ 0 cmowses waowce © s ot tascn s

Plaase drag nd drop 2 fle 0 this arma o prems | Upiend
QST | ™ v memivg fantga) utton wit cment your e 1o 0 e g o5 compl

CED® |~

. wcription | ovepavss

Davcayicn A compamy (et caganire ipachic mms and pracatses b o

FIGURE 6. The compkance management panel summarizes which ISO 26262 requirements our projoct has futilod and to what

extent we've covered all the requiremants.
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Compliance report Baseline Framework: | 1SO 26262 v _ Export to MS Word |
Project Compliance Overall compliance status: (= ) o || Base Asset Compliance Details =
\ Selected Baseline Element Name: 2-5.5.1 Organization-specific rules and
Tyee Bastine hiame " processes for functional safety
‘ Compliance Status: The evidence presented below is fully compliant with
e Add a compliance evidence to this project baseline element.
[) 2-55.2Evidence of competence _ Partial o e
Please drag and drop a file to this area or press | Upload
B 35538Mnce of sy menspement m . | Note: Pressing [Assign] button will commit your file to SVN and assign it as a compl
[B)  2-53.2.1 Evidences of a qualty management system . | evidence.
B  2-63.2.1 Project Plan Details:
° [Expand to Justfication] [Expand 1o Assef] [Expand to Resou)
F)  2-63.2.2 Other safety activities
)  2-65.1 Safety Plan
Description
Description: A company should organize specific rules and processes for = |
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improving software guality,” such
25 using version comtrol, unit testing,
integrated testing, and code reviews.
The Motor Industry Software Reli-
ability Association’s [

proaches, ' so we don't discuss them
here

The following recommendations
typically go beyond the automotive
ndusry’s current standard prac
tices. Table 1 summarizes the ro
mmendatios
ateas: compile-time assurance, run
time proeection, automated testing,
and architectural security

organized into four

me Assurance
Compile-time assurance happens be.
fore code execution. We present the
fecommendations in the increasing
eder of engineering effort

Static analyss. Static analysis tries ©
discover software flaws without exe
cution of testing, and many tools are
commercially available. Some tools
ate sound; that b, they shoukin't
produce false negatives. To improve
scalability and reduce false positives,
some tools are smsound and can be
considered advanced bug-hunting
toak

SAE 3061 recommends us-
ing static analysis, and we do 1o,
However, although static analysis is
powerful, it can lead 1o 2 false scmse
f security. Furthermore,  static
analysts tools can produce so many
fabse positives that discerning legiti-
mate vulncrabilities is difficulr. Fi-
nally, static analysis is unreliable for
momatically uncovering domain.
specific bugs.

programming. Microsoft
discovered that the Pareto princi-
ple applies 1o software qualxry: $0

TABLE 1

percent of Windows and Office er
rors and crashes came from 20 per
cent of the bugs We conjecture
that the principie applies mare gener.
ally t software security: $0 percent
 explotts come from 20 percent of
the classes of vulncrabilities

For example, all the UCSD-UW
attacks on short- and long-range
witeless systems depended on ex-
ploting buffer overflows.? Baffer
verflows are 2 rudimentary vainer-
ability known since at least 197212
They'ze 3 particular example of a
memory-safety violation, which s
an example of undefined behavior
Coding standards and static analy-
sis target mostly the peevention and
discovery, respectively, of undefined
behavior resulting from using “un
safe” programming langaages such
as C or Cas

Wi propose that the most expedi-
tiows way t improve software secu-
rity is 1o use memory-safe languages.
Safe-C languages are memory-safe
and suitable for embedded peo
gramming, They guarantee memory
safety while still allowing program-
mers fine-grained control of memory
use and timing

We developed the safe-C language
vory™? 1o support the HACMS
program. Ivory is 3 secure akerns
tive to C/Ca+ in which memory
impossible; it sup-
ports a varety of verific rols.
The HACMS program used Ivory
@ develop secure avionics with no
safety vulnerabilities.

safety errors

meme

Formal werification. Whereas testing
provides partial assurance abou
actual artifact to be fielded (because
ne more test vector might uncover
3 vulnerability), formal venfication
provides complete assurance about
3 model of the sysem. With test-
ing, the designer’s worry is, “Have |
tested enough?™ With formal verif
cation, the worry is, “Is my models
fidelity accurate enough?™™

Formal verification requires 3
two-step approach: build 3 mode,
then verify it. Both steps are usually
partly manual. Because of the effort
imvolved, formal verification is the
most costefective for crinical, well-
defined components. One example
is embedded OSs.' Another exam.
ple is specific control systems. These
systems are particularly difficulr

e
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Lee Pike, Jamey Sharp, Mark Tullsen, Patrick C. Hickey,
and James Bielman, Galois
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A
~—- Central Computing Platforms -

Central computing

ctuator
]
potential ECUs

I
Sensor ECU _
Commodity
ECUs, industry standard
e [ e s =
I Y .

Sensors and actuators
o ] 20 e
I B B

(Traub et al.)
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Tools — Tod ay

Design phase Concept

Architecture tooling

Function specification
DA&S Function specification

Domain-specific tooling

ISO 26262 testing

Domain-specific tooling

EEZA e

Function specification

IS0 26262

Function specification

ADD Architectural Design Document Franca

B+C Body and Comfort
P+C Powertrain and Chassis

DA&S Driver Assistance and Safety
I&C  Information and Communication
SIL  Software in the Loop
HIL Hardware in the Loop

LabelDB
PREEvision

(Traub et al.)
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A
Tools — Tomorrow? -

Design phase > Concept 4

Offer phase Agreement
A seamless Overall design of the
requirements process service-oriented

igc  [rom the customer architecture Continuous integration

function to the and early use of virtual
DA&S  software architecture integration methods

Encapsulation of
B&C content for distributed
development
| |

An agile development process,
joint Scrum teams, and joint
code repositories

(Traub et al.)
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Resources

The Guest Editor Introduction to the Special Issue may be downloaded here:
https://www.computer.org/csdl/mags/so/2017/03/ms02017030033.pdf

The article on Future Automotive Architecture may be downloaded here:

https://www.computer.org/csdl/mags/so/2017/03/mso02017030027 .pdf

The article on Deep Learning may be downloaded here:
https://www.computer.org/csdl/mags/so/2017/03/mso02017030056.pdf

q
-com puting now
ACCESS | DISCOVER | ENGAGE ~ wemmr WHAT'S NEW  ARC
There iS a COmpanion set Of HOME CLOUD BIGDATA MOBILE NETWORKING  SECURITY
resources at the IEEE Software
Computing Now site: Automotive Software

Guest Editors’ Introduction ¢ Christof Ebert and John Favaro ¢ May 2017

https://www.computer.org/web/computingnow/archive/automotive-software-may-2017-introduction
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