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What is about?

the Brainware company

This presentation is an excursus along V&YV in the
context of ECU SW Projects in the “"small settings”
arena.

% The processes related to V&V are the ones definitively
more challenging for such a kind of organizations.

Features

Time

Automotive SPICE is a registered trademark of VDA

The aim is at presenting a set of V&V approaches as a
valuable trade-off between Automotive SPICE
requirements and a sustainable and effective V&V
implementation for an average "small setting” project.

SPS'CE
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Automotive SPICE is a registered trademark of VDA
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What is NOT about?

Definition of V&V Strategies intrinsically
compliant with Automotive SPICE.

% Strategies needs to be adequate to the context!

% Strategies needs to be well detailed and
deployed correctly and systematically!
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Introduction

the Brainware company

The ideas behind this presentation emerge from author

working experiences at Suppliers of small-to-medium
ECUs.

X Focus on ECUs based on 8 bit and 16 bit microntrollers

%  Software is traditionally hand-written (i.e. no Model
Based development)

In “"Small Settings” there are well-known reasons why
Automotive SPICE is so hard to be applied, above all:

%  High Costs of establishing the necessary infrastructure

Automotive SPICE is a registered trademark of VDA

% Large number of roles which must be filled by a restricted
number of staff

<+  Amount of information that must be assimilated to
properly interpret the Automotive SPICE model

SPS'CE
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The "Small Setting” Context

OEMs typically require ECU suppliers to apply the
same SW Standards regardless the size of the project
and of the ECU Supplier.

What are these standards typically?
% MISRA C 2004
< Automotive SPICE

% ISO 26262 (if functional safety comes into
picture)

and it sometimes does!
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The “"Small Setting” Context (2)
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... and since we are in Automotive:

% Schedules are always compressed

and test windows get squeezed!!!

% Not much room for investments (man-power,
tools, automation ...)

Automotive SPICE is a registered trademark of VDA

THERE ARE ONLY
TWO THINGS YOU i rer el
CANT BUY FOR THE SOFTWARE.

TEST LAB THIS
YEAR.

5497 22007 Seott Adams, Inc./Dist. by UFS, Inc

SP<CE
www.dilbert.com scortadams ®aclcom
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@ The “Small Setting” Context (3)
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What is a typical scenario in a “"small setting”
project?

1 or 2 SW Engineers developing the project

They typically develop and test/debug the
SW on Target and Emulator.

1 System Tester that tests the whole system

He/She tests heavily focuses on Customer
requirements and applicable norms.

Automotive SPICE is a registered trademark of VDA
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V&V in Automotive SPICE

Automotive SPICE Engineering Process Areas
with V&V relevant content:

“ENG.6 — SW Costruction

“ENG.7 - SW Integration Testing
“ENG.8 - SW Testing

+*ENG.9 - System Integration Testing
+*ENG.10 - System Testing

www.automotivespice.com
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Filling the Gap

Typical result from an

Automotive SPICE is a registered trademark of VDA

e

SP<CE

infarmatica @ tecnelagia oel soffware

Araineese Company
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ENG.09 Testing 50%
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A lot of stuff to do in order to improve!
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“ SW Units Verification
*SW Integration Testing
<+ SW Testing —

% System Integration Testing

% System Testing

SW Verification SW Int Test SW Test Sys Int Test Sys Test
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First of All

Setup a light-weight and usable Traceability

Infrastructure:

EIMicrosoft Excel - W5-PL7 TM
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o Focus on Balanced Strategies
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% SW Units Verification
% SW Integration Testing

% SW Testing

% System Integration Testing

% System Testing

Automotive SPICE is a registered trademark of VDA

It is strongly advisble to devise jointly the overall V&V
strategy to optimize the effort and to compensate

SPS'CE

weaknesses of each V&YV layer!
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w Aggregate Activities not Strategies
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Automotive SPICE is a registered trademark of VDA

SP'CE

When V&YV strategies and objectives are clear,
activities can be conveniently and effectively
combined.

A typical opportunity is:

= SW Integration Testing
= SW Testing
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ENG.6 — SW Units Verification

Automotive SPICE is a registered trademark of VDA

SPSCE

AR
SW Units
Verification

.
. .
* e
.
* .
. .
. .
. .
. .
* ‘e
. .

Unit Testing is made difficult by:

< HW constraints do not encourage unit test on host
(8bit, 16bit, flash)

% Very time consuming

% Poor documentation at SW Design level
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ENG.6 - SW Unit Verification (2)

Automotive SPICE is a registered trademark of VDA

SPS'CE

Full speed ahead on:

% Functional Code Inspection

% Enforcement of defined Corporate Coding
Standard

% Respect of well selected SW Metrics
% Respect of MISRA C 2004 Rules A\/EBWT

Static Analysis techniques play a key role,

especially in increasing small size software
quality!
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€2 ENG.6 - SW Unit Verification (3)
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Functional Code Inspection

** Functional Code Inspections

-
*
*
*
*
*
*
L 4
L 4
L 4
‘0
L 4

Pair programming

% Driver and Navigator working together on one
task

* Roles changing often

% Collective responsibility for outcome

Automotive SPICE is a registered trademark of VDA

% Bringing together of multiple perspectives,
experiences, abilities, and expertise

SP'CE
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ENG.6 — SW Units Verification (4)
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Effective UT approaches may include:

» Perfoming Unit Testing of selected critical functions on
emulator depending on the application and its context

» Performing Unit Testing of selected functions algorithmic
intensive on Host

» Performing Unit Testing of selected single lines of code (LOC)
- typically complex mathematical statements — on Host

Automotive SPICE is a registered trademark of VDA

% Application of advanced techniques (e.g. pairwise testing)

SPS'CE

Intecs 2012 -Roma-Pisa-Napoli-Milano-Torino-Genov@agliari-L'Aquila-Paris-Toulouse




Automotive SPICE is a registered trademark of VDA

SPS'CE

the Brainware company

ENG.6 — SW Units Verification (5)

Pairwise Testing:

% Pairwise testing is an approach to combinatorial testing
that executes a pairwise test data set.

% Pairwise test data set - A set of test cases that covers all
combinations of the selected test data values for every
pair of a system’s input variables.

TestMo DEPEMDEMTS |I‘I.I1AHITAL STATUS |SF‘OLISE FIRST MAKE |E}{F‘ECTED RESLLT
Testl Mo children Single hary

Test2 Mo children Warried Pl

Test3 o children Divorced Greater tw

Testd Dependent children Sinole Rl Bl.lg iz detected in
Test Dependent children hdarriecd Greater than 20 characters Test?

Tests Dependent children Divarced hary:

Testy Adult children Single Greater than 20 characters

Testd Adult children harriec hary:

Testd Acdult children Divorced Fluill

only 9 test cases instead of 27!
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€2 ENG.7 - SW Integration Test (3)

Automotive SPICE is a registered trademark of VDA

SPSCE

Focusing on SW Integration Test is
made difficult by:

< “"What is SW Integration Testing?”
% Poor documentation at SW Design level

% Heavy usage of global variables

o
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ENG.7 - SW Integration Test (2)

Effective approach may include
combination of:

% Smoke Testing (based on functional testing)

* Perfom SW Integration Testing to verify that the
CCR (Critical Computer Resources) usage is
whithin defined thresholds....

Table 13 — Methods for software integration testing

Automotive SPICE is a registered trademark of VDA

ASIL
Methods
A B C D
<13\ Requirements-based test® > ++ ++ ++ ++
b |Interface test ++ ++ 14 ++
- lc  |Fault injection test® + + 44 ++
U - IR,
¥ <Jd\ Resource usage tests d > + + + +4
- le  |Back-to-back comparison test between model and code, if applicable® + + ++ ++
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o ENG.8 - SW Testing
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Automotive SPICE is a registered trademark of VDA
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SW Testing is made difficult by:
% Poor SW Requirement Specification
% Missing Traceability Data

“ Not enough Time or Resources
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ENG.8 - SW Testing (2)

A viable approch for SW Testing is:

% First of all Improve SW Requirements Specification
Quality

% Then, pursue a Requirement-based Testing
approach

= Trade-off in the specification quality of SW test
cases is acceptable

= Some Automation may be possible depending on
the environment - IDEs often allow to collect
source code coverage measures

= Grey-Box Testing: Using an emulator it is typically
possible to monitor specific points in SW (e.g. SW
interfaces, global variables, registers)
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ENG.8 - SW Testing (3)

For some applications SW Testing can also be
executed (and even automatized) conveniently
on the Simulator offered by IDE

“*For example it can be possible to setup a GUI to
stimulate the software

GUI Input Window GUI Output Window 110 Window

Trace Window Trace Point Setting Window Quiput Port Window

The drawback is that the environment is less representative!
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ENG.9 - System Integration Test

Focusing on System Integration Test
is difficult because:

% “"What is System Integration Testing?”

% Poor System Architectural Design
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ENG.9 - System Integration

Test

Automotive SPICE is a registered trademark of VDA
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Effective approach may include:

% Focus on Interface Testing

= Focus on HW-SW Interface (HSI) Testing

= Rely on System Testing and prototypes
assembling to complement HSI Testing (HW-
MEC, MEC-MEC)
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ENG.9 - System Integration Test (2)
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Effective HW-SW Interface Testing
needs a HSI detailed specification:

5.25.1.5 uC_SNS_TMP1

Temperature voltage signal generated by the resistor divider including the temperature sensor NTC2.
RB7/KBIIPGD uC_SNS_TMP1is a signal that depends on the temperature with the following law:

<+— RBE6/KBI2IPGC 5 —=nom_med [V]

<— RBS/KBI1PGM aa

~—» RBA/KBIOIAN11 4 = min_med [V]

+—» RBIANGICCP2) a7

«—» RB2/INT2/ANS 48 Wma_med [V]

45 = 00203 + 1 489 -
~—— RBUINTI/AN10 i |
<« RBO/INTOFLTO/AN12 a3 = 0021%:+ 1,161 ﬁ \nom_MURATA [V]
-—\oo 9

47 i
Vs a1 = = o= — min_MURATA ]
~«—= RDT/PSPT/PID 4 T =

MCLRNVFRIRE3 —

RAD/AND <—]

RAT/AN] =—s|
RAZIAN2VReF-ICVREF ——]
RAJANIVREF+ +— s
RA4TOCKICIOUT |
RAG/AN4/SSHLVDINIC20UT =—
REO/RD/ANS =—

RE1/WRIANG =—=|

RE2/CSIANT =—

VoD —

Ves — +—+ RDE/PSPEPIC gg e —~ Vmax_MURATA [
OSC1/CLKIRAT «—| «—= ROG/PSPEPIB 37
OSC2ICLKORAG «—s| - RD4/PSP4 35 // ——Wnam_OHEUMI []
RCOM10SOITI3CK] ——e| <— RCTRX/DT 35
RCUTI0SICCP2Y o «+—» RCBITXICK 24 —min_OHEUMI []
RC2ICCP1PIA «—s «— RCE/SDO 33
RCHSCKISCL =— <— RC4/SDI'SDA 3,% Wma OHEUMI [V]
ROOPSPD ——e| «— RD3/PSP3 5
RD1/PSP1 «—s «— RD2/PSP2 za Wnom_med_retta V]
28
27 i
Fyd Wmin_retta [W]
25 ' j j Wmae_retta [V]
110 120 130 140 150
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Port A — Dlgltal I/O and Analogue |n . The nominal formula y=0.0214x+1.1861 shall be implemented in the SW.

The HW/SW uC_SNS_TMP1 interface is:

Port B — Digital I/0 and Analogue in ... L AmogSgnl

Port C — Serial (RS-232 / SPI/ 12C) ... Worst cre rnge Vecd W toVepH0 Y
o set ground level: 0mV (theoretical) at 25°C

Port D — Digital 1/O ...

Port E — More Analogue ....

Offset drift from OpV/°C
Voltage Conversion de-rating: T.b.verified
Signal frequency range: equivalent to a time constant of tbd ms

e L
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@ ENG.10 - System Testing
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System Test is made difficult by:

% Designing and engineering effective system test
cases (sometimes can be highly complex)

% Poor System Requirements Specification

% Time Consuming

Automotive SPICE is a registered trademark of VDA

Standard system test activity is usually
performed by a dedicated group (e.g.
LABORATORIO) to test the system in its
operating environment

SP4CE
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ENG.10 - System Testing (2)

Effective approach to System Testing
may include combination of:

% Coordination with System Engineers

Emphasis on Requirement Verification Criteria

% Synergy with corporate quality management

(often driven by APQP - Advanced Product Quality
Planning)

Balance between Functional and Environmental
Testing
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@ What about regression test strategies?

S p(;}:c E Automotive SPICE is a registered trademark of VDA

Effective and Sustainable Regression
Testing Strategies may include:

+ Selective and Flexible selection riteria

% Rely on Good Traceability Data
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...and the planning of V&V tasks?
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Home Progetti Aiuto Entra Registrati

Redmine Ricerca: |

Panoramica Download Attivita QUUGLGIGGEIE Segnalazioni Notizie Wiki Forum  Repository

Candidate for next major release
Candidate for next minor release
Unplanned

Patel-+#10752: Better translation for Estonian language
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100%

7 segnalazioni (7 chiuse — 0 aperte) [b
AN Ao
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= [ Patch
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b=

8 The main goal of 2.0 release is to upgrade to the latest Rails 3 version (3.2.2 at the time of writing). There will be no or few new features added. The -

5 current architecture for Redmine plugins will be preserved in order to ease the upgrade of existing plugins. Applica
o ;

5 N
] Versioni
© Segnalazioni correlate 2.0.0

Q2 Feature#4706: Rails 3 support 1.4.2

3 Feature#0834: Add an id to the flash messages 2.1.0

o

wn

[J)

=

=

o

IS

o

=)

=]

<

www.redmine.org

SPSCE
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@ Conclusions
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The presented stratelgies have been implemented (partially
or fully) in several "small settings” scenarios,
very often with satisfactorily results.

THANKS.

Automotive SPICE is a registered trademark of VDA

—

fabio.falcini@intecs.it
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