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LEGO is...Magic!

| 'v'G1. Introduce |

v'G2. Present the LEGO technique and how to use|

|t taking advantage from multiple models and|
'framework |

'VG3. Show possible advantages adopting LEGO for
limprovement projects in the Automotive sector 9
lan example will be presented for MAN.5 (RISk
|Management)
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GROUP ORGANISATION

CONSULTING,

business solutions,

technology solutions,

IT MANAGEMENT SERVICES

@ Agentina @ Brazil @ Luxembourg Belgum @ ltaly @ Lebanon
TOTAL REVENUES
Finance 853
Mn€
22.70/0 32_60/0 EBITDA
8% market share in Italy Industry PA & Healtheare 109.9
& Services Mn€
7,400 professionals
NET PROFIT
+ 2,500 external resources o e Ut 42.7
Mn€
more than 1,000 large accounts in all markets
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Misurare per Migliorarsi
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LEGO is...Magic! Let’s Social...ize! C V)
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LEGO is...Magic!

e Introduction
— Some recent issues...

— Some (important) questions...
MCMs (Maturity & Capability Models) — Representations & Dimensions

([

—  Why do we need choosing a MCM?

— Coverage and classification of MCMs

— Why Risk could be valuable when dealt using more models? \
e MCMs & Risk Management in Horizontal MCMs (H-MCMs) (

— CMMI-DEV/SVC and ISO/IEC 15504-2 (-»> 330xx series)
— Automotive SPICE v3.0 and the others

e A 'Magic’ moment...

e LEGO and Risk

— The LEGO approach
— Applying LEGO to Risk “Elements of Interest” (EoI)

— Suggested Improvements
e Conclusions & Prospects

° Q&A
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Introduction
THE WALL STREET JOURNAL. s

U.S. Edition v Today's Paper » Video « Columns « Blogs « Topics « Journal Community

Home I Personal Finance | Life&Style | Opinion

QUICK LINKS : Budget 2011  Health & Wellness  Apple iPad  Investing in Funds  Economy  Earthquake in Haiti

Introducing th ra ZDX. Introducid

Es stinkt und stinkt und stinkt JEECES e arket
lorrer
? A
\ i 4 hat s News MY MAT
Wic der Skand.! ¢ < manig 1 rewerte het VV Lic lehavuidrigen DIIA
Und warum das g ’ rufy el Woanchn v = e
ooy o dee - Nasdaq'
Sl i Toyota's Troubles 8P 500
Deepen Global D
U.S. regulators accused Toyotal FTSE 101
feet on fixing defective gas pedal Nikkel A1
threatened civil penallies and furtheNgviews of e
the company's products. 8t close
Que

« Toyota's U.S. Sales Skid; Ford Gains
= Toyota to Cover Costs for U.S. Dealers
* Prius Complaints in Japan

Love, Honor, Cherish, Scatter
Mere Americans are scattering loved ones'

ashes widely, with great purpose and often

withoul permission—an act known as a “wildcat “
scattering.”

» 3 Voto: How will the recall a¥ect Toyota?

BE N 2 Solloon, Oooo T o a2es o)

PUMEFAGE 1 WEw s 1) meww cuio merceues L sou e-dYBRID HAS SAFETY PROBLER

NEWS

EDITORIALS New 2016 Mercedes C 350 e-Hybrid has
safety problems! Moose test fail Mercedes

TESTDRIVE
C Class

NEW CARS

TUNING The new Mercedes C 350 e has a very big stability problem at
the moose test in Sweden.

AUTO SAFETY

TRUCKS

Current: 7.0.50.0 ARMY

Update to: 7.3.5.0
Approx. Time: 30 minutes [

blisr

Last time he had a significant problem Mercedes-Benz C350 e, a hybrid
variant with the added weight

&
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Introduction important &Q

= IS0 26262 family is the solely/main source :
iy 26262 con5|dered for improving our processes? |
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Maturity & Capability Models (MCMs)
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MCMs

+Luigi Ricerca Immagini Maps Play YouTube News Gmail Drive Calendar Altro ~

GOUS[@ "maturity model" “

Web Immagini Maps Shopping Pil contenuti = Strumenti di ricerca

—
L E e E—

./ Circa 1.450.000 ri:z:ultati\ secondi)

(22

.\-.—.-"

Suggerimento: Cerca risultati solo in italiano. Puoi specificare |a lingua di ricerca in
Preferenze.

Maturity model - Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/Maturity_model ~ Traduci questa pagina

Maturity model. From Wikipedia, the free encyclopedia. Jump to: navigation, search.
Maturity Model may refer to: Capability Maturity Model (CMM); Capability ...

Capability Maturity Model - Wikipedia

it wikipedia.org/wiki/Capability_Maturity_Model ~
Capability Maturity Model Integration (CMMI) & un approccio al miglioramento dei
processi il cui obiettivo & di aiutare un'organizzazione a migliorare le sue ...

Valutazioni del modello - Le Process Area - Note - Altri progetti

———__ Capability Maturity Model - ik

eanildinedia orohaildicos

10 Automotive SPIN ltalia — Milan, Nov 12, 2015 — © 2015 L.Buglione, L.Gusmini www.eng.it é;ENGmEEmNG



MCMs Representations — Continuous (example) @

Special cause (GP.

== .-- e
GP3.1 .
Unsatisfied

GP3.2 = == =Satisﬁed

GG 2

— Not Characterized
g Gp 2.2 [l 1ot Implemented
£ GP2.3 [ I Partially Implemented
E gg g; =-== = Largely Implemented
~ ; B Fully Implemented
« GP2.6 [ |
8 GP2.7 N
0 Gp2'8 -IIII.-IIIIIIIIIIIIIIIII EEEEEEENS

6P 2.0 § HEIN i O

GP2.10 |

GG 1

GP 1.1

1 RD REQM TS VAL V&R oPD OFF :OT :OPP oM M PR RSKM M DAR Ma 2204
Process Areas
"« Source: : Common cause (GP.2.9 @
.................................. - +PA)
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MCMs by Dimension

0
-1 10

N,
N

(WL Wb 3saL "o1) S|]apoLl JedIHdA,,

“horizontal” models

(EWEd IWB W "°1) S[opolw [edidA

e Horizontal: MMs going through the whole supply chain
SwEng: ISO 15504, CMMI, FAA i-CMM, ..
. : MMs focusing on a single perspective/group of processes
Test Mgmt: TMM, TP, ..
Project Mgmt: PM-MM, OPM3, ...
Risk Mgmt: ....
» Diagonal: MMs focused on Organizational/Support processes
People CMM, TSP, PSP, ...
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MCMs

VDA OMC

Quality Management in the Automotive Industry

Automotive SPICE®

Process Reference Model

Process Assessment Model

Version 3.0

Title: Automotive SPICE Process Assessment / Referance Model
Author(s): VDA QMC Working Group 13 / Automotive SIG

Verslon: 30

Date: 2015-07-16

Status: RELEASED

Confidentiality: Pudlic

Revision ID: 470

5015 PO AUTOMOTIVE it

A-SPICE considers a subset of ISO/IEC 15504-2 PRM
Released in July 2015 v3.0

Split of ENG.x processes into SYS and SWE groups
Here the main changes:

Release Notes

Version 3.0 of the process assessment model incorporates the following major changes:

Editorial adaption to ISO/IEC 330xx series, Notes regarding combined PRM/PAM in

Chaper | this document

Chapter 2 Adaption to ISO/IEC 330xx series

Chapter 3 | Text optimized for better understanding and adapted to ISO/IEC 330xx series.
Renaming ENG to SYS/SWE, Structure of old ENG Processes changed, Rework of
AS 4.5 process reference model and AS 2.5 process performance indicators

Chapter 4 . - o o ;
focusing on a set of highly significant processes assessed within the automotive
industry (HIS Scope).

Chapter 5 Adaption based on AS 2.5 to the measurement framework of ISO/IEC 33020

Annex A Conformity statement adapted to ISO/IEC 33004

Annex B Modifications on work product characteristics according to the changes in chapter 4.

Annex C Update to recent standards. Introduction of specific terms used in AS 3.0

Annex D Added the major concepts used for AS 3.0, incorporated Annex E of AS 2.5

Annex E Updated references to other standards
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MCMs V Model PN AUTOMOTIVE [aiaae

Acquisition Process System Engineering Process Group (SYS) Management Process
Group (ACQ) Group (MAN)
ACQ.3 SYS.1 MAN.3
Contract Agreement Requirements Elicitation Project Management
ACQ.4 Sys2 SYs.5 MAN.5
Supplier Monitoring SystemAF:\ea?:slirsements System Qualification Test Risk Management
AcQ.11 SVs.3 A MAN.6

Technical Requirements Sys!emnlgsci::ectural Systlir‘!;;r:;igst}zr;'and Measurement
ACQ.1‘Z )
"ega';::u'i‘r‘l';":r"sl‘s’a""e Software Engineering Process Group (SWE)

ACQ.13 e SWE.6

Project Requirements 0 war;n;c;:ilsremen s Software Qualification Test

SWE.2 SWE.5
Re ueﬁ(lzg'r’lrt osals Software Architectural Software Integration and
q P Design Integration Test
Reuse Process Grou

AcQ.15 Softwaresl;Ne!E;lzd Design SWE.4 (REU) °

Supplier Qualification 2 =518 Software Unit Verification

and Unit Construction REU.2
Reuse Program
Supply Process Group Supporting Process Group (SUP) Mansgement
(SPL)
SPL.1 SUP.1 SuUP.2 SurP.4 SuP.7 Process Improvement
Supplier Tendering Quality Assurance Verification Joint Review Documentation Process Group (PIM)
SuUP.8 SUP.9 SUP.10
P SPER'ZI Configuration Problem Resolution Change Request Pr essplrl:l\ﬂ;avemen!
roduct Release Management Management Management i P
| Primary Life Cycle Processes | I Organizational Life Cycle Processes | | Supporting Life Cycle Processes

» A-SPICE considers a subset of ISO/IEC 15504-2 PRM

» ...but where are specific risk-related processes? Here the references:
v _Processes: MAN.5 + ACQ.3, ACQ.4, ACQ.13, ACQ.15, SYS.1, SWE.1, SWE.3, SUP.10, MAN.3
v _WPs: 07-07; 08-19; 08-20; 13-20; 15-08; 15-09
v _PAs: 4.1 (GRs); 5.1 (GP5.1.1); 5.2 (GP5.2.2)

* ...but could we consider also ‘external’ sources/extensions in a A-SPICE assessment?
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MCMs and Risk Risk Management ref’s

Model CMMI-DEV Automotive SPICE v3.0
Domain Sw-SE SYS-SWE
PRM (source) CMMI-DEV v1.3 ISO 12207-15504
PRM (# Processes) 22 32
Process Categories | RSKM (Risk Management) — ML3 (Staged MAN (Mgmt process group)
representation)
Safety-related 1 RSKM (Risk Management) 1 (MAN.5 — Risk Management)
process(es)
PAM ext. Appraisals SCAMPI v1.3 ISO 15504-2/5 (new 33000 series)
PAM safety-related PP-SP-2.2 (Identify Project Risks) ACQ.3, ACQ.4, ACQ.13, ACQ.15,
Issues PMC-SP-1.3 (Monitor Project Risks) SYS.1, SWE.1, SWE.3,
SUP.10, MAN.3
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€3.2%5
N BNNEs
MCMs and Risk Results Y
LR
Model/ Framework Repr. Type | ML (#) Arc_:rr;;gzct- Comments/Notes
Staged 4 [1-4] Level-based |+ 6 perspectives
(PRMM)
Staged 5[1-5] Level-based |+ 9 dimensions (#7: Risk Management)
Continuous 5[1-5] Level-based |+ Aligned with ISO/IEC 27005 [32]; 43 Control
Objectives into 6 groups; Final Risk Scorecard
Staged 6 [1-6] Matrix-based |+ 6 drivers for assessing on an ordinal scale business
risk
for Enterprise Staged 6 [0-5] Matrix-based | 7 process attributes; for each one, a series of Key
Risk Management (ERM) Drivers defined
Staged 5[1-5] Level-based [+ 9 control elements, each one with a variable
number of components
Staged 4[1-4] Matrix-based |« 5 Drivers

WBS -based

Creation of a Risk Breakdown Structure according
to the project WBS and quantification of risks by
each WBS task (calculation)

»
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LEGO and Risk Mgmt

S
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Sojware Qi

Search

Advanced Search

Models
Model Tite

Apoio:
Qcneg

1. MCM Repository ¢ 2. Process

i S &ﬂ’\) Architecture
3. Mappings & 4. Appraisal Method

Comparisons

4
Query
Identif1y.goals>> Ul >> Include >> Adapt >
MCM (-\Ipmpn’rq &
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Fepository Adopt

Source Bugllone L., Gresse von Wangenhelm C., Hauck J. C R., Mc Caffery F., The =
LEGO Maturity & Capability Model Approach, Proceedings of 5WCSQ, 5% World *
Congress on Software Quality, Shanghai (Chlna) Oct 31 Nov 4 2011
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Experiencing LEGO... M

The LEGO steps & related activities & outcomes:

v Improve the Risk Management capability in order to generate more value to our
organization along time

v Assumed the target BPM (Business Process Model) to improve is the MAN.5 Risk
Management process
2. Query the MCM repository
v Filter the list of available Safety-based MCMs from the MCM repository

v Next table (Eol — Element of Interest) is a filter of the elements by each of the KM MCMs
considered

v Next table (Suggested Improvements) lists the possible Eol matched with the requested
MCMs (both SPs and GPs)

4.  Adapt & Adopt

v Map each practice of the improved process to the related internal QMS process(es)
v Validate the mapping results before using it in the daily activities

21 Automotive SPIN ltalia — Milan, Nov 12, 2015 — © 2015 L.Buglione, L.Gusmini www.eng.it é; ENGINEERING



Experiencing LEGO...

Context T~

. A
. \
Information  *\ \

\ \

\ \
Who, what, \
when, where?", \

I
/
’
7
’
s
-
e

\
\
\
il
]
'

Data

Understanding

e ITIL v3 DIKW

e Data/Information/Knowledge/Wisdom
v" _Four KM waves

v Verifying (DIKW): Data > Information > Knowledge
- Wisdom

v' Building (WKID): Wisdom -> Knowledge -
Information - Data

v" '5W’s+H’ rule (who, what, when, where, how, why)
v~ Two dimensions: Context; Understanding

-
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Why D
Tucit Tacit
Knowledge Knowledge
Capturing  Organizing
4 Socialization  Externalization ¥ t
= Z Interacting Formalizing %
2 : /
= Adapting Identilving ==
: 2E
£ 3
z Internalization Combination a "
; V4 -~ E
Selecting  Sharving
Explicit Explicit
Knowledge Rnowledgpe
e SECI Model - (Nonaka/

Tageuchi, 1995)
v _Socialization, Externalization,
Combination, Internalization

v From Tacit to Explicit
Knowledge
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LEGO and Automotive Step 2 - 1 A
Frg:fas\ll{)rk Elements of Interest (EoI)

Project Risk
Maturity Model

Six (6) perspectives (Stakeholders; Risk Identification; Risk Analysis; Risk Responses; Project Management;
Culture)

(PRMM) Paid attention to:
o The ‘Culture’ perspective is interesting because it deals with people attitude towards risk
o The ‘Stakeholders’ analysis also can allow to catch all possible threats and vulnerabilities in terms of
missing items to be discussed and analyzed for possible contingencies to the project plan. The PRMM
process considers their engagement for initiating the risk management process
o 'Risk Response’ is what in other models/frameworks could be the list of ‘countermeasures’ in a ‘Risk
Catalogue’

IACCM CMM Quantitative approach (from SixSigma practices) with nine (9) dimensions (1.leadership; 2. customer/supplier
experience; 3. execution and delivery; 4. solution requirements management; 5. financial; 6.information
systems/knowledge management; 7. risk management; 8. strategy; 9. people development)

Interesting the eventual inclusion of
o ‘Solution Requirements management’
o ‘'IS/Knowledge Management,
o ‘People development’, as in the SEI's People-CMM
MMGRseg Alignment with security issues (ISO/IEC 27005 [32])

Refinement of the maturity levels into three stages (immaturity, maturity, excellence)
6 Control Objectives (CO) — processes - each one with a series of practices

o CD1 Context Definition; AA1 Risk Analysis/Assessment; RT1 Risk Treatment; RA1 Risk Acceptance; RC1

Risk Communication; MA1 Monitoring & Critical Analysis
Paid attention to:

o CD1.9 (Collect and Store information); AAl.7 (Avoid Rework); AA1.8 (Revise the process of risk
estimation); RT1.4 (Define how to measure the effectiveness of controls); RT1.5 (Calculate Residual
Risks); RC1.x (all practices); MA1.3 (Standardize the Monitoring and Critical Analysis activity)

Assessment representation with Kiviat graphs, possible to use also a questionnaire (as in the old Sw-CMM) or
also a NPLF ordinal scale using the typical MCM appraisal approach

- -

&
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LEGO and Automotive Step 2 - 2 \:,.:
Model/
FrameWeik Elements of Interest (Eol)
MPS RMMM ML grow with a larger environment to control (the larger the environment, the higher the ML)
This MCM is about Police Security and cross a series of organizational structures that should be in place,
according to their org model
Two dimensions in the matrix-grid: Maturity Level by Maturity Elements
Ordinal scale (No, Minimal, Partial, Yes, Significant; Substantial, Full) for rating each crossed cell in the matrix
RIMS RMM Seven (7) process attributes (Adoption of ERM-based discipline; ERM process management; Risk appetite
management; Root-cause discipline; Uncovering risk; Performance Management; Business Resiliency and
Sustainability), for each one, a series of Key Drivers defined
In each process attribute, there is a definition for matching a certain level (from Non-Existent till Level 5)
Particular attention could be devoted to those aspects:
o PA#4 (Root-Cause Discipline) = historicize data, classify risk, understanding the why’s
o PA#5 (Uncovering Risks) = formalizing risk indicators/measures; transforming risks into opportunities
(CSF’s)
o PA#7 (Business Resiliency and Sustainability) - understanding of consequences of action or inaction
IS RMM Nine (9) control elements (Participants; Technologies; Information; Work Practices; Products & Services;

Customers ; Infrastructure; Environment ; Strategies)

Based on ISO 31000 Risk Management Process [31], refining the process activities into ‘Control Objectives’:
EC (Establishment of the Context); AP (Risk Assessment); TR (Risk Treatment); CR (Communication); SR
(Monitoring & Review)

To pay attention eventually to:

EC.3 (Define a normalized method for the definition of the context)

EC.4 (Define a method of appreciation of the risks)

EC.7 (Define a plan of communication)

EC.9 (Define the level of tolerance or acceptance of the risks)

AP.6 + TR.6 + CR.3 + SR.4 (Collect and Store information about...)

SR.1 (Monitor Risk Management Indicators)

o O O 0O O O

« -

N
l”
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LEGO and Automotive Step 2 - 3 NV
Model/

FrameWeik Elements of Interest (Eol)

INCOSE RMM o Five (5) Drivers (Definition; Culture; Process; Experience; Application)

Checklist (matrix-based) crossing Levels from 1 (Ad-hoc) to 4 (Managed) with the drivers, asin Crosby’s

Quality Management Maturity Grid (QMMG) [2]
To pay attention eventually to:
o Definition - towards a proactive use of risk management

o Culture + Experience > learn from experiences, knowledge management for risk management
o Application & use of quali-quantitative tools helping to deal with risks as an opportunity when planning

and estimate a new activity/project

-
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LEGO and Automotive

Step 3 1 \~

MAN.5 Risk Mgmt process

Suggested Improvements

BPO1 - Establish RM scope

Add practices/notes for collecting information about the Context for the project to be
analyzed (scope management)
Fundamental a proper definition of events and related risks in a Risk Catalogue
_Source(s):
o MMGRseg - CD1.9
o ISRMM-EC.3
o INCOSE RMM - Definition drivers
Add practices about the need to consider the right stakeholders for eliciting requirements and
consequently potential risks form multiple viewpoints. It can help to better define the scope
for the project and its related risks
Source(s):
o Project Risk Maturity Model — PRMM - Stakeholders
o TACCM CMM -- ‘Solution Requirements Management’

BP02 - Define RM strategy

Add practices/notes about the strategic need to be resilient as a way to ‘genetically’ manage
risks in a proactive way. Define a method for evaluating risks for a proper (proactive)
management.
Communication needs to be part of a risk strategy: people not aware about what is a risk
couldn’t work for excellence neither for obtain good results (wouldn’t be a /ean organization,
at least!)
Culture and Experience from teams is fundamental to avoid and learn by experience, sharing
information by a ‘Risk Catalogue’ (as well as in IT Service Management models, ITSM
personnel use a ‘Service Catalogue’)
Source(s):

o Project Risk Maturity Model — PRMM — Culture

o IACCM CMM - IS/Knowledge Management + People

o RIMS RMM — PA#7

o ISRMM -EC.3, EC.5

o INCOSE RMM - Culture + Experience drivers

26 Automotive SPIN ltalia — Milan, Nov 12, 2015 — © 2015 L.Buglione, L.Gusmini www.eng.it

&

ENGINEERING




LEGO and Automotive

Step 3 2 \~

>
\/l/

MAN.5 Risk Mgmt process

Suggested Improvements

BP03 - Identify risks

Add practices/notes about the need for a ‘risk catalogue’, querying it for any risk analysis in
order to find yet classified/managed risks, with possible countermeasures.
Any uncovered risk should be recorded as a new item into the risk catalogue, updating the
organization risk history as a basis for any further improvement
Source(s):

o IACCM CMM - IS/Knowledge Management

o MMGRseg — AA1.8

o RIMS RMM - PA#7

o ISRMM - AP6 + TR.6 + CR.3 + SR.4

BP04 - Analyze risks

Add practices/notes about the opportunity to have a yet-ready list of possible

countermeasures from a Risk Catalogue, properly updated over time from the whole
organization’s teams

_Source(s):
o MMGRseg — AA1.8

o Project Risk Maturity Model — PRMM — Risk Response

BPO5 - Define and perform
risk treatment actions

e _Source(s):

Add practices for specifying how to measure the effectiveness of controls and calculate
residual risks.
Another fundamental issue will be the definition of thresholds and criteria based on historical

data for their dynamic revision over time, choosing the proper updating frequency for any
kind/family of risk issues.

o MMGRseg - RT1.4, RT1.5
o ISRMM -EC.9
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LEGO and Automotive Step 3 3 &

MAN.5 Risk Mgmt process

Suggested Improvements

BP06 - Monitor risks

e Add in order to standardize the monitoring of risks along time.
e Need to formalize risk indicators/measures and transforming risks into opportunities
(CSF's).
e _ Source(s):
o MMGRseg - MA1.3
o RIMS RMM - PA#5 (Uncovering Risks)
o ISRMM-AP6 + TR.6 + CR.3 + SR.4, SR.1

BP07 - Take preventive or
corrective actions

e Add practices/notes about the need for RCA (Root-Cause Analysis) as the basic TQM
technique to use for determining the best choice from your own historical project/
organizational data.

e Communication is not only part of the strategy but — as an action — also the closing step for a
corrective/preventive action, checking that the target audience will have properly received
and acted against the requested action.

e Tools could help in making easier the identification of recurring risk patterns and suggest
possible countermeasures

e _ Source(s):

* RIMS RMM - PA#4
« ISRMM -EC.7

» INCOSE RMM — Application driver
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o
Conclusions & Next Steps
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k Management

Risk is part of our daily lives and job, but too often managed from a qualitative perspective

Risk cannot be managed if it's not tracked, measured and controlled

Running a RCA (Root-Cause Analysyis), Risk can be driver to manage first for assuring Satefy
Our target is create Value (Utility+Warranty), both for a product and a service to our Customers

Thus, Value is the final goal to achieve in order to really improve our activities, but to manage Risk
is fundamental for the Business (= remember ‘Moose Test’ or ...)

Many models, taxonomies and frameworks can be valid for improving our QMS (ISO 16949-
complltant), better define value by a proper Risk Management and Assessment, for lowering TCO in
projects

E.g. Service Management BPs (e.g. ITIL or ISO 15504-8) are not only for IT services and can be a
good framework for strategy and design suggestions not valid, as well as for reinforcing the design
of an automotive project too

LEGO (Living EnGineering prOcess) approach

[5WCSQ, Shangai, Nov 2011]

Choose and integrate the ‘pieces of the puzzle’ you need for your goals - the target is your QMS,
not the model(s) you are using!

Next Steps

v
v

Identify further ‘silver bullets’ for leveraging the joint view of products and services, also from a
business viewpoint

Hybridize more models and techniques between the two communities for benchmarking purposes >
looking e.g. to Safety and ISO 26262-related issue from a MCM-perspective

My brain is the key that sets my mind free.
( , Magician, 1874-1926)
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Thanks for your attention!
Grazie per la vostra attenzione!
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