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Automotive Cybersecurity
Overview – Cybersecurity Use cases

Interaction of 
internet world with 

the in-vehicle 
network

Security risks including 

Cyber attacks targeting 

vehicle functionality and 

maneuverability

(GSMa) - Forecast is to have all cars connected to the Internet by 2025

Similar scenario to what happened in PC world in the nineties
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Automotive Cybersecurity
Overview – Attacks and attackers

• Chip tuning and unauthorized ECU replacement:

• Replace an ECU with an unauthorized ECU(Business Abuse)

• Tune an existing ECU with illegal parameters or replace its 

firmware

• Vehicle theft

• Use of counterfeit/stolen parts

• Connect to the OBD port in order to disable anti-theft 

measures.

• Cracking of vehicle immobilizer

• Attacks impacting main vehicle functionality

• Safety attack  – cause an issue to someone or to the society

• Privacy attack – steal personal information and make business 

on that 

• Image attack – cause faults in the vehicle of a selected OEM to 

cause an expensive recall

New attacks not requiring specific automotive expertise

Standard attacks requiring automotive experience



13W-AutoSPIN - Automotive Cybersecurity – Challenges and opportunities November 12th, 2015 5

Automotive Cybersecurity
Overview – Typical attacks

Gain access to vehicle 

internal network

Inject regular commands with 

malicious purposes

Vehicle on-board network

Access to on-board vehicle 
network allows actuations 
requests:
Brake
Steer
Accelerate

Access to on-board vehicle 
network allows actuations 
requests:
Brake
Steer
Accelerate
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Automotive Cybersecurity
Recent issues

From Wired online How Hackable Is 

Your Car? 
All the cars’ ratings were based on an assessment made 

by two very famous hackers Charlie Miller and Chris 
Valasek. They defined three factors to evaluate 
“how a car Is hackable”: 

1. size of their wireless “attack surface”, features like 
Bluetooth, Wi-Fi, cellular network connections, 
keyless entry systems, and even radio-readable tire 
pressure monitoring systems.

2. vehicles’ network architecture, how much access 
those possible footholds offered to more critical 
systems steering and brakes. 

3. “cyberphysical” features: capabilities like automated 
braking, parking and lane assist that could transform 
a few spoofed digital commands into an actual out-of-
control car.

“Adventures in Automotive Networks and

Control Units – by Dr. Charlie Miller & 

Chris Valasek”
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Automotive Cybersecurity
Possible impacts

Cybersecurity

Process

PeopleProduct
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Automotive Cybersecurity
Possible impacts

� Vehicle are increasingly becoming computer networks on wheels

� More integration with consumer device (Smartphone, tablet)

� ADAS

� self-driving capabilities

� More ECUs, more complexity over time

� More Technology More Problems

Product
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� Cyberattacks are typically multi-stage, the defense should be layered as well, 
making each stage of such an attack difficult to achieve

• Layer 1: Secure ECU
� Protect integrity of ECU SW& data

� Hardware Security Module (HSM)

• Layer 2: Secure Communication
� Rolling counter, Checksum

� Cryptography

• Layer 3: Secure E/E Architecture
� Protect and separate by means of central gateway or domain controller based architectures

• Layer 4: Secure Connected Vehicle
� Vehicle firewalls and security standards for external interfaces

Automotive Cybersecurity
Possible impacts Product
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� Cybersecurity must be built in to the design rather than added on at the end of 

development

� Building cybersecurity into the design requires an appropriate lifecycle process 

from the concept phase through production, operation, and service

� SAE J3061 (Draft Proposal) provides a framework process

Automotive Cybersecurity
Possible impacts – Cybersecurity Lifecycle
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Automotive Cybersecurity
Possible impacts – Cybersecurity Lifecycle Process

Verification/Validation 

phase 

Verification/Validation 

phase 

Product development phase Product development phase 

Design phase Design phase 

Requirements phase Requirements phase 

Concept phaseConcept phase

Assets and 
Attack 

Potentials

Threat and 
Risk 

Assessment

Cybersecurity 
Goals

System-level 
Cybersecurity 

Concept

Technical 
Cybersecurity

Concept 

Implement  of 
Security 

Mechanisms

Secure Implementation of Nominal Functions

Cybersecurity Lifecycle

Item Integration 
& Testing

Test Security 
Mechanisms & 

Penetration 
Tests 

Test Security 
Mechanisms & 

Penetration 
Tests 

Validate 
Security 

Assumptions

Cybersecurity 
Case 

Security 
Activity

Item Definition

SAE J3061 Proposed Draft 
Cybersecurity Guidebook for 

Cyber-Physical Vehicle Systems
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� The near future will see automated and autonomous vehicles and connected 
and cooperative driving

� The new developments will have a great impact on society

� Vehicles become more automated

� These developments increasingly connect the infrastructure, the driver and 
the vehicle

� On this scenario the Cybersecurity will be a key aspect

� Vehicles have been designed with safety in mind.
However, we cannot have safety without security

Automotive Cybersecurity
OEM point of view - Description of main drivers
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Central Gateway based Architecture
OEM point of view - Short term goals

OBD

FMS

Core Vehicle Functionality

Connected Far range 

(ex. 3G/4G) Backend

Software
Update

Software
Update

DLC

FMS

OEM 

specific Telematic

IVICentral Gateway

Near range

(ex. BT)

Near range

(ex. BT)

Level 3
Exposed

Level 2
Gateway inside

Level 1
Internal ECU

DLC: Data Link Connector
DC: Domain Controller
IVI: In Vehicle Infotainment

Legend
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Domain Controller based Architecture

ADAS 
DC

Core Vehicle
DC

OBD

FMS

Far range 

(ex. 3G/4G) Backend

Software
Update

Software
Update

DLC

FMS

OEM 

specific Telematic

IVICentral Gateway

Near range

(ex. BT)

Near range

(ex. BT)

Connected

Level 3
Exposed

Level 2
Gateway inside

Level 1
Internal ECU

DLC: Data Link Connector
DC: Domain Controller
IVI: In Vehicle Infotainment

Legend
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Automotive Cybersecurity
Magneti Marelli approach

A team dedicated to Cybersecurity integrated in the MM Central Lab

• Offering Cybersecurity Engineering services in terms of

• Vehicle Vulnerability Assessments and Penetration Tests

• Identification of HW solutions and architecture refinement

• Security SW stack ready for integration

• Supporting the MM BLs and captive customers in the definition 

of Cybersecurity requirements

Our vision is that we cannot be a Leading Actor in the Automotive Market without Secured  Products  
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Automotive Cybersecurity
Magneti Marelli Cyber Security Lab – On-going activities

IVECO Cyber Security road map
• Vulnerability assessment of future vehicle EE architecture 

of Heavy Duty truck
• Identification of a mitigation road map including impacts 

on EE architecture, HW and SW

Development of Cryptographic SW library for 

automotive applications 
• First application on Engine Management ECU for 

German OEM

MM Cybersecurity Lab 

An engineering center oriented to Cybersecurity applications

• Availability of Automotive Cyber Security SW stack
• Vehicle Penetration Tests
• Simulation of Cyber Security requirements
• Development of Cyber Security IPs
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Automotive Cybersecurity
Magneti Marelli Cyber Security Lab – Cyber Security Rapid Prototyping

This is done by means of the three following technologies

� Simulink modeling of Cyber Security system requirements and automatic code generation

� Virtualization of selected Hardware Trust Anchors based on Virtual Prototyping 
Environments 

� System pre-assessment by integration of modeled requirements in vehicle simulator
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� More and more technology is being added every year, creating additional 

attack surface

� More connectivity requires more security

� It is necessary to move the Focus on a new paradigm: the Extended Vehicle

� Collaboration is needed between the following stakeholders:

OEM, suppliers, mobile telecommunications, ICT companies

� Cybersecurity is a continuous process, through the following main principles

• Identify

• Protect

• Detect

• Response

• Recover

Automotive Cybersecurity
Conclusion
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Contacts
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cosimo.senni@magnetimarelli.com
www.magnetimarelli.com
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The Open Platform – Extended Vehicle (ExVe) as the 

single Solution for Remote Diagnostics Support (RDS)

Extended Vehicle

Telematics unit 

(OEM specific)

3rd Party 

Server

Backend server

(OEM specific)

Standardized Interface

re
ad

w
ri

te

Customer
Standard 

Interface 20078 

supports RDS 

by ISO 20080

ExVe

OEM 

telematics 

system

The Extended Vehicle (ExVe) provides 

by the new ISO standardization 

project no. 20078 the technical 

solution for the Remote Diagnostics 

Support (RDS), which is supported by 

the new ISO standardization project 

no. 20080.
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� The JC is requested to approve the following changes to the ACEA organisation:
• Give WG-CONNECT overall responsibility for policy issues related to automation

• Set up a task force cybersecurity reporting to WG-CONNECT

� Status
The issue of motor vehicle automation is attracting increasing attention from policy makers:

• The Vienna Convention has been modified to enable motor vehicle driving on public roads without the driver 
being in control of the vehicle at all times and further modifications are being envisaged

• The UN ECE Regulation 79 on steering is being modified to permit automated steering functions at higher 
speeds

• The UN ECE has set up three informal groups on automated driving 

• The Dutch Presidency will set up a dialogue between governments and industry on connected and automated 
driving

• Several Member States have adopted policy papers on automated driving and are permitting testing on public 
roads

• The EU is making available funding for field operational tests within Horizon 2020

• The European Commission (DG GROW) intends to make automated driving one of its focus areas within the 
GEAR 2030 programme

• Euro NCAP is looking into the possibility of establishing tests and protocols for vehicles with automated 
functions

• The mandatory installation of an event data recorder in motor vehicles is being contemplated as a means to 
address liability questions

News from ACEA
JC paper on automation (JC//15) 



13W-AutoSPIN - Automotive Cybersecurity – Challenges and opportunities November 12th, 2015 23

� Data is the basis for Connectivity

• Giving any third party unlimited and uncontrolled access to vehicle data would create serious 
issues of personal data protection, security, safety, liability and competition. These issues need 
to be addressed urgently.

� No Data access without Security, Safety and Liability

• Share information about the latest security threats and possible countermeasures between 
vehicle manufacturers, suppliers, mobile telecommunications operators and possibly ICT 
companies (like Information Sharing and Analysis Centre ISAC in the United States) 

• The security of this information could no longer be assured if vehicle systems were open to third 
parties without restriction or control.

• For this reason, third-party applications that interact with the vehicle should only be developed 
and approved in cooperation with the vehicle manufacturer to eliminate security, data protection 
and product liability risks. 

• This will also facilitate the work of regulatory and supervisory authorities, insurance companies 
and infrastructure managers who will continue to deal with a single central partner – the vehicle 
manufacturer – on approval-related and data protection matters, instead of with a large number 
of different service providers, many of whom are based outside the EU.

News from ACEA
CONNECTIVITY STRATEGY PAPER
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� The exVeh provides the best technical solution
• The extended vehicle offers open access interfaces for the provision of services by 

vehicle manufacturers or third parties. 
� The on-board diagnostics (OBD) interface for emission control and legally prescribed diagnostic 

services

� The fleet management systems (FMS) interface for heavy duty vehicles (based on the industry 
standard)

� A web interface: for example, for remote diagnostic support (RDS) and for remote fleet 
management systems (rFMS) for heavy duty vehicles (based on the industry standard)

• Extended vehicle advantages:
� OEM controls and secures all data transmission channels

� emergency intervention by OTA  (If a new system security risk emerges)

� Standardised provision of vehicle data minimises development effort for third parties

� Providers selected and authorised by the customer are granted read access to specific vehicle 
data. Interfaces are designed to exclude write access to vehicle data

� Legal data protection controlled by customers themselves

� Customer consent is the basis for all data-based value-added services

News from ACEA
CONNECTIVITY STRATEGY PAPER


