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Automotive attacks
Remote Exploitation of an Unaltered 
Passenger Vehicle. 
C.Miller and C. Valasek, BlackHat 2015 

2

0-days & Mitigations: Roadways to Exploit 
and Secure Connected BMW Cars 
BlackHat 2019

2014

2018 2020

2021

TBONE – A zero-click exploit for Tesla 
MCUs  

R. Weinmann and B. Schmotzle
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202007/2019 03/2021 2021 ?

Paper with 
full details



KIA Ceed \ Why?
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• Head Unit (HU) with Android OS 

• Connection to the Internet (via Hotspot or 4G/5G 
modem) 

• Installation of third-party APPs (not officially) 

• HU connected to the CAN bus? 

- We did not know…



KIA Ceed \ In-vehicle anatomy
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M-CANI-CANC-CANB-CANP-CAN

CGW

AMP

HU

E-CALL



KIA Ceed \ Head Unit

6 Tencent Keen Security Lab: Experimental 
Security Assessment on Lexus Cars 

• Gen 5.0, referred with the name iAVN  

• Android OS version 4.2.2  

• CPU ARM Cortex A9 @ 1.2 to 1.5 GHz 

• Display 8" touch-screen 

• Wi-Fi and bluetooth



KIA Ceed \ Head Unit \ Engineering menu
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• Full access to the HU 
through the end menu 

• Accessing to all installed 
apps 
- System apps 
- User apps 

• Installing third-party app



KIA Ceed \ Head Unit \ Engineering menu \ Third-party app
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• We can use the browser 
(system app) to install 
android apps (app): 
- From usb 
- From remote server



KIA Ceed \ Head Unit \ Reverse Engineering

9

• HU in the lab 

• Starting reverse eng: 
- File system 
- All HU apps

• SOP.003.30.18.0703  
- 98 apps 
- 2.654.557 source code 

lines (java + xml) 
-



KIA Ceed \ Head Unit \ Reverse Engineering
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APK + ODEX

Source Code



KIA Ceed \ Head Unit \ Reverse Engineering \ Decompilation process
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Goal 
- Any line of code that shows how to control the HU and/or sends 

CAN bus frames

?
?

?



KIA Ceed \ Head Unit \ Reverse Engineering \ Decompilation process
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Fuzzy search



KIA Ceed \ Head Unit \ Reverse Engineering \ local attack \ micomd
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IC
AMP

…

M-bus

micomd -c inject

Goal 
- Locally injecting micom message to activate HU functionalities and 

sending CAN bus frames into M-bus

CAN frame



KOFFEE \ Exploit \ End2End attack
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Head UnitAttacker M-CAN

Step 1 Step 2

Goal 
- Remotely Injecting micom message to activate HU functionalities 

and sending CAN bus frames into M-bus



KOFFEE \ Head Unit \ Reverse Engineering \ demo
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KOFFEE \ CVE
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KOFFEE Exploit



KOFFEE \ Exploit
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Metasploit 04/2021

KOFFEE Exploit
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07/2019

09/2020

Full paper 
submitted

KIA 
Ceed@CNR

02/2020

KOFFEE

04/2020

Updated 
HU software

11/2020

Technical  
paper

12/2020

CVE

04/2021

13/11/2019
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Thank you!


