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® Company profile

vision
. Our aim isto make theworld a safer place
Our vision is a more secure world everywhere -

and at all times

mission
Cobra's mission is to provide worldwide, user fdign
vehicle-centric solutions integrating advanced
technologies that enhantensportation and

property security and to work with public and private
organisations that share our vision
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® (Cobra solutions

The antitheft

The manoeuvring aid

The Location Based Services

AT
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& Partnership with Vehicle Manufacturers

Automation & simulation techniques

since
Nissan 1991
Renault 1993

Volkswagen - Audi

1994 —m,——

Honda Access Europe Motorcycle — Ducati Motor

1996

Toyota

1999

Renault Véhicules Industriels — Volvo Trucks — Porsche — Ford
Daimler- Chrysler — Jaguar — Land Rover — Mazda — Skoda

2001

Honda — Ferrari — Maserati — Yamaha Motor Europe 2002
Mitsubishi — Bentley — Lamborghini 2003
Scania - MV Agusta Corse 2004
MV Agusta Motor 2006
Hyundai — Kia — Iran Khodro — Shanghai Volkswagen 2008
DPCA (Dongfeng Peugeot Citroen Automobile Company)

SAIC (Shanghai Automotive Industry Corporation)

BHMC (Beijing Hyundai Motor Company) — Geely 2009

Cobra aims at being recognised as a company calystan
focused on understanding security needs. The gaalgive to
client partners the solutions that contribute iofogce their
image of responsibility towards security.

Partner ship with Vehicle Manufacturers

AT
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® Software life cycle

Cobra applies the V model in software process devel  opment

THE “V” MODEL
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@® Bugs cost

Bugs costs vs. project phase

The Relative Cost of Fixing
Defects
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® COBRA's strategy

THE “V” MODEL

A T
USER — » PREPARE o ACCEPTANCE
REQUIREMENTS UAT o TEST
L‘/ h $
Functi fW%ﬁt ased
FUNCTIONAL ey, PREPARE —h SYSTEM on S:éllngboxtegt
SPECIFICATION SYS TEST TEST

unctional test
based on grey

TECHRICAL . PREPARE LINK
T o INKTEST Tac T TEST = Statti:t):cz)a)rfa?yesisstbased
i = A — :
s on white box test
PROGRAM  __,, — UNIT
SPECIFICATION UNIT TEST ac TEST

The aim is to test only the software functionalitie s on real target

~ B2
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The real system Dashboard
CANBUS P.A. Display
Environment Gear
— 1\ 5
. i >~ I/ ;.;.;.
i | LINBUS n
I (i .
I .;.:.; — N / / )
N = U 7
Button
Wired conn. Speaker
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® The real system

CANBUS ) e

Environment Sioar ﬂ

Button 9

Wired conn. Spieaker ‘

January 2008

Isolate SW testing in real environment could be pro  blematic because of the interaction
with:

-Bus line
-Sensors
-Environment
-Electrical noise

AP0
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® The challenge

Provide simulation tools that allow SW Engineers to debug SW Functionalities
Use the same simulation tools to execute the test cases
Allow test engineetr to automate test cases executi  on

Reduce the cost impact of regression test
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PCI Express

-PX14110 Power supply

-PXI 8464 CAN bus device

-PX1 7831R FPGA

-PX1'6251  Multifunction /O BDM
acquisition

- device

E.C.U.
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® The simulators

Environment

Automation & simulation techniques

Dashboard

CANBUS PA. Display, e

January 2008

& TopLevel.vi

Position X 458 ¥ | BT

' REAR SENSORS

December 2009

Gear ﬁ
S,
2
)
2
——r
——-A
v
L Button 9
ired conn. Spedker

=_—h

PDC Type

Front pole radius
Rear pole radius

Yellow bkg

Temperature
26°C Position X 107 ‘¥ 109 W

FRONT SENSORS
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® The monitors

Hot detect Fi_wer
ifirm

Birastimags) Measured distance from obstacle: 0 Start BDM

CAHN BUS MONITOR —F period (ms) 15,6875

18:07:38.221 pulse duration (ms) = 1,3389

Arbitrationld 101

Datalength L]

This monitor is interfaced to:

- CAN card - P&E BDM
Shift gear simulation Measured distance
Vehicle speed simulation FW ver.
Display data monitor Any RAM address

- Power supply - Data acquisition device

Speaker line monitor
Switch button simulation
Digital I/O monitor “Q’J
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® The monitors

B Toplevel.vi

POC Type

Front pole radius

Rear pole radius

Yellow bkg

Temperature
Position X 158 ¥ | B7 [ | 25°C Position X 107 ¥ 108 (W
~ REARSENSORS "FRONT SENSORS

This monitor is interfaced to:

- FPGA

Simulate obstacle

Simulate sensors failure

Simulate sensors EEPROM

Simulate protocol issues beetwen sensors & E.C.U.

December 2009 © 2008 Cobra Automotive Technologies SpA, All rights reserved



Automation & simulation techniques

€)cobra
® FPGA
Nonstandard LINBus protocol to reproduce
Flexibility
Cheaper than other commercial tools

Very fast communication schedule

Hardware design not needed
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&® Simulation

POC Type
Obstacle ear only
simulation

Front pole radius

Rear pole radius

Yellow bkg

Temperature
Position X 468 Y | 45 || 25°C Position X

~ REARSENSORS 'FRONT SENSORS |

Mo Fail RL and Zone o0z g =
- . - > BDM Data

Measured distance from obstacle: Stop BDM ®

Speaker output

Ll monitor
p Option
CAH BUS MONITOR period (ms) 170,0007
09:09:53,195 pulse duration (ms) 50,0001
Arbitrationld 101 o > CAN information

Datal ength 8 Function mode | Hormal mode
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&® Simulation

[SE] ]

B Toplevel.vi

PDC Type

Front pole radius

Rear pole radius

Yellow bkg

Temperature

Position X 158 ¥ BT ¥ ] 25°C Position X

~ REARSENSORS “FRONT SENSORS

HWver SWweerM HwWverl

y,“ InterTime {us)

|| ForcedHAD

|| ForcedPCl

K ForcedRSID

Possibility to simulate protocol issues
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&® Simulation

Yellow bkg

Temperature
25°C Position X @ 42

FRONT SENSORS

No fail RL

CAN BUS MOHITOR
18:07:38,221
Arbitrationld 101

Datal ength 8

i

PDC Type

Front pole radius

Rear pole radius

E_Clu ng
Confin
Measured d

perio

pulse duratig

Function

December 2009
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& Simulation benefits

Create simulation environment that can not be easil  y reproduced in real
environment

Reduce development time and helps engineer s to ver ify their code

Software isolation to avoid environmental interfere nce

Reuse of simulation tools for testing purposes
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® Software testing

In order to assure high quality to customer, COBRA wants to perform all the test cases
after each software change (100% regression test)

Software tests are fully automated to reduce regres  sion test costs
A better quality is assured avoiding human interact ion
Anyone can run the automatic test sequence

Test Reports are automatically generated
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&® The automation

Sequence automation realized through NI TestStand

By using the VI Servers techniques we can create ne  w test case as well as an operator
that set the control and watch the result on the mo nitor

New test cases can be generated from a template usi  ng drag & drop functionality
The complete sequence is created using just 2 commo n step templates:

SET Control
Get Indicator

Software knowledgment not needed to automate the te st case
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® The automation

MI TestStand - Sequence Editor [Edit] elli=1l.
Eile Edit R =10 Execute Debug Canfigure Source Coankral Tools whindow Help
i Nl B =R N SN I % 5 - 5 - eph e e ) ]

f
Al
i
!
i
|

‘:":Ei Inzertion Palette

Step Types
T Step Diezcription Setting=s
- | [i7] :

83 9 S U 855 |3 = Setup (0]

= £ Tests o~ | = Main [7)
B action s S etSenszor T ohvwrite Action, SetContral wi
i E)_l Sequence Call e Set.-'l‘a.ddressTDWrite .&.ct?cm, SetCDntrDI.vi
E o SethrataT ovwwsrite Action, SetControl wi
S fTR) Statement . ;
P E s aik Timelnterval(1]
i == Label B ribel ata Action, SetControl wi
Bzl Message Popup = ESGET_IMDICATOR Action, SetControl wi Fre Expresszion. Do Mat Rec...
[ Call Executabls [ SET_COMTROL
Property Loader 1 <End Group>
Bl FTP Files B Cleanup’ 0]
=B A dditional Results

'—-_J £33 Flow Control —

= 3 Spnchronization

H £33 Database ol |
Templates /_

== Steps -
e SET_COMTRO
GET_IMDICATOR

@ GetRFPASSensorStatus - Steps: SUBSeq wWriteSensorEEpromByAddress | wariables
s WeriinSensorStatusfisEwpecte _S-E-:quen;::es = : = = 8 =
==] WwiiteEEPR O Address Senlienee Eamnant |
uﬂ‘;i SetBumperlnde=<T o SUBS-eq_FIF'.&.SStartSystem
cieacr Famplafe iHaras SUUEBESeq GetRPASSenszorsFail |
5 SetT oplevelControl SLIBSeq_"-.-"er_if_l,lFEF'.&.SFaiIasE:—cpected — |
o SLBSeq “WrnteSensorEEpromByaddres=s -
User: administrator [Model: 5 eque-n_t-i-a-ll-h-:l DC]E]:-S_E-Q :'imS-tep Selected [Eu:]_ [Mumber of S -téps:- 7 -

g
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® The automation

V. NI TestStand - Sequence Editor [Edit]

File Edit “iew Execute Debug  Configure  Source Conkrol  Tools. Window Help

-'QEH E-'I b " ) _ ] i' 1] RunSeIegtedS!:ep_sUsing' || -§< <N0ne> =z ‘ LEE - Q\L& Jﬂ__"ﬁ'

SRR o]

B 08® Blp

%
2k Inzertion Palette - 1 X __,"i@nST_RPAS_vDI.seq* | s x|

Step Types A Steps: SLBSeq WiteSensorE EpromBysddiess - 1 i_PLD_D_?[tles_:ﬂ Moduléul
== [ & escription ettings SetControl.wi I
BeB®an@ s o e et el
Step _.cription oL Pararmeter Name Type ... D..  alue
Setup (] wi path Path i [l  FileGlobalz IPath[1]
= Main [7] ControlMames... 10 Aray [A.. % in [1 Localz ToplevelContiolt ame
e SetS EHSDrTDW"t? '&'Dt!m' SEtEDntml'v! ContralT oSet MNumber [132) it ] |Fi|EG|D|:Ia|S.TDFILEVE||:DH|£[D|S. ”ﬂm
o Sethddress T o rite Action, SetContral wi | : : T Stap A
e SetDataT o'write Achan, SetContralwi Value Arthing In [l vae L =
. . 12 UpdateEE prm
E W ik Timelntervalll) |
. . . 1¢3| ReferenceRear
b riteD ata action, SetControl vi ———
L= GET_INDICATOR action, SetControl.vi Pre Expr Snsu:u ' =
e SET_COMTROL Call SUBSeq RPASStartSyst. . FieferencaFront
<End Group:
Cl 0 123 SenzorF
eanup (0] [122] R aggicF
e ——— [123] Faggick:
bl SET_CONTROL T i orcenau

&= GET_IMDICATOR
@ GetRPASSensorStatus
&g VernfySensorStatusdsE xpecte —

Steps: SUBSeq WriteSensorEEpromByAddress Wariables . Force_EKS E{

Seguences - I Megénaw R

-lg WwWiniteEEFROMAddress e BT Fiequirent Error_code
2% SetBiumperndexTa SUBSeq RPASStantSystem
<Orag Fempiafe Hara> SUBSeq GetRPASSenszorsF ail

@ SelToplLevelContral SUBSeq_Ver.ifyHF'ASFailasExpected —

i g g > SUBSeq ‘WriteSeneorE EpromBydddiess h

b : | B | Ll | B ||z
iUser: administrator iModeI: Sequenti-aIModel.Seq 1 Step Selected [5] [Mumber of Steps: 7
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® F[inal result

V' NI TestStand - Sequence Editor [Running...]
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@ Conclusion

Full coverage of Functional Requirements
Test Cases execution fully automated
Software knowledgment not needed to add test cases
Reduction of Project costs thanks to grey box test
Reduction of Regression Test costs

Higher quality for our customers

TARGET HAS BEEN ACHIEVED
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