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Agenda

e Software Defined Everything

e Implications from the Software Defined Vehicle (SDV) Revolution
e Linaro Open Source Projects to enable SDV
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1870s and 1940s (electro)mechanical calculators

https://veroantico.altervista.org/prodotto/antica-calcolatrice-meccanica-thales/

https://it.wikipedia.org/wiki/Olivetti_Divisumma_14
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1964 the Olivetti P101 — Pier Giorgio Perotto

https://lupload.wikimedia.org/wikipedia/commons/thumb/5/5¢e/Olivetti_Programma_101 - Museo_scienza_e_tecnologia_Milano.jpa/3 _Linaro
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1971 Intel 4004 — Federico Faggin
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http://www.intel4004.com/
http://www.intel4004.com/images/chip_ff.jpeg
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1985 Acorn ARM1 processor — Steve Furber & Sophie Wilson
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1974 Virtualization — Gerald J. Popek and Robert P. Goldberg
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https://en.wikipedia.org/wiki/Hypervisor#/media/File:Hyperviseur.svg

2010 OpenStack initial release

Deploy third party services such as Or use built in tools
00 Q0 00 00 00
Kubernetes CloudFoundry Terraform OpenStack SDK Horizon Web Ul

} l

rackspace
Bare Metal Virtual Machines Containers technology.
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Software Defined Vehicles
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https://www.arm.com/blogs/blueprint/software-defined-vehicle

From hundreds of ECUs to one Automotive Server




Software Defined Vehicles

e From multiple embedded single-function ECUs to one central automotive server and a
few zonal gateways
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https://www.researchgate.net/figure/Typical-in-vehicle-network-architecture-in-a-modern-car_fig2_305499872

Software Defined Vehicles

* From multiple embedded firmware to one hypervisor running multiple images

Performance  Latency Security Reliability I.icen_sing Open Source
Root of 0TA Integration and
Trust Validati

Infotainment Connectivity Instrumentation Early Functions
Cluster and ADAS
AGL or
Android Auto AUTOSAR

Hypervisor / Host OS

Automotive Server + 4G/5G + Al + Media accelerators



Hypervisors
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Virtualization-specific work

Para Virtio
Yb
Hypervisor Y




SoC-specific work for a given hypervisor




SoC-specific work for each hypervisor

[

Every interface requires
adaptation

solution

Depends on specific ]

Para Virtio
Xa, Xb, Xc

Para Virtio
Ya, Yb, Yc

Para Virtio
Za, Zb, Zc

Hypervisor X

Hypervisor Y

Hypervisor Z

SoC a

BE driver Xa, Ya

SoCb

BE driver Xb,Yb, Zb

Locked to Hypervisor

\ and SoC combination

SoCc

BE driver Yc,Zc




Standardize virt devices and hypervisor APls

Every interface requires
adaptation

Depends on specific
solution

\\ - -
Para Virtio Para Virtio Para Virtio
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Hypervisor X

Hypervisor Y

Hypervisor Z
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Automotive Ethernet
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From Ethernet to VM-to-VM communication

Sensors.
Actuators,
Media sources

and sinks Automotive
Ethernet or
CAN
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From Ethernet to VM-to-VM communication

Sensors. Sensors.
Actuators, Actuators,
Media sources Media sources
and sinks Automotive and sinks
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Latency from physical bus up to the VM user code

Sensors. Sensors.
Actuators, Actuators,
Media sources Media sources
and sinks and sinks

Automotive

Ethernet or Automotive
. CAN Ethernet / \
)
Zonal Jﬁ VM
Gateway \ J
ECU DD
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Gateway / Ms |1 VM
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\ Server CPU /
SPI, 12C, CAN SPI, 12C, CAN
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Ethernet Ethernet
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’ 22



Over The Air
software upgrades
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Secure reliable Over-The-Air Updates
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https:/www.arm.com/blogs/blueprint/software-defined-vehicle
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Enabling SDV with
open source at
Hgle]ge




We enable New Markets through Collaborative Engineering
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Linaro accelerates product deployment in the Arm
ecosystem

Contributors

t? L1 Patches submitted per month
Linux kernel

In the top

0SS

Maintainers Tests on
Linux
kernel per
week m

OSS Engineers Tests on
Major contributor to worldwide Android
Open Source projects m per week




Software Defined Vehicle

e From multiple embedded single-function ECUs to one central automotive server and a
few zonal gateways
o ECU software — VMs and hypervisor agnostic
o CANbus / Automotive Ethernet
o TSN — Time sensitive applications
o Diversity of SoC — Common Standards
o Security, OTA and software updates
o FuSa
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Virtio and Project Stratos

https://linaro.atlassian.net/wiki/spaces/STR/overview

e Establish_virtio as the standard interface between hypervisors, freeing a mobile,
industrial or automotive platform to migrate between hypervisors and reuse the

backend implementation.

e The four key areas of interest are
High-performance Virtio interfaces

Virtual Machine Monitors with a safety island
Boot Orchestration

Written Standards for the hypercalls

O O O O

Linaro
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https://linaro.atlassian.net/wiki/spaces/STR/overview
https://linaro.atlassian.net/wiki/spaces/STR/pages/25624019812/Virtio+Interfaces

Virtio as a common framework

Apps

Middleware

oS

Common interface for all
hypervisors

J

Hypervisor X

Hypervisor Y

Hypervisor Z




Common backend for a device class

-

1

Apps
Middleware Extension
Common interface for all
hypervisors
OS ‘ ‘
Standard Para Virtio )
Devices
Hypervisor X Hypervisor Y Hypervisor Z
Shim Shim Shim

Common BE driver

SoC driver

hardware




Example Virtio Device Specifications

12C

Virtio Specifications already merged
https://aithub.com/oasis-tcs/virtio-spec/blob/master/virtio-i2c.t

GPIO

Virtio Specification under review
https://lists.oasis-open.org/archives/virtio-dev/202107/msg002

€X

Linux Front-end being merged
https://lore.kernel.org/linux-i2c/bcf2fb9bbe965862213f27e05f

32.html

Initial Linux driver implementation
https://lore.kernel.org/linux-gpio/cover.1627989586.git.viresh.k

87ffc91283c0ch.1627018061.qgit.jie.deng@intel.com/

Backend under review
https://aithub.com/rust-vmm/vhost-device/pull/1

umar@linaro.org/

Backend is WIP


https://github.com/oasis-tcs/virtio-spec/blob/master/virtio-i2c.tex
https://github.com/oasis-tcs/virtio-spec/blob/master/virtio-i2c.tex
https://lore.kernel.org/linux-i2c/bcf2fb9bbe965862213f27e05f87ffc91283c0c5.1627018061.git.jie.deng@intel.com/
https://lore.kernel.org/linux-i2c/bcf2fb9bbe965862213f27e05f87ffc91283c0c5.1627018061.git.jie.deng@intel.com/
https://github.com/rust-vmm/vhost-device/pull/1
https://lists.oasis-open.org/archives/virtio-dev/202107/msg00232.html
https://lists.oasis-open.org/archives/virtio-dev/202107/msg00232.html
https://lore.kernel.org/linux-gpio/cover.1627989586.git.viresh.kumar@linaro.org/
https://lore.kernel.org/linux-gpio/cover.1627989586.git.viresh.kumar@linaro.org/

Software Defined Vehicle

e From multiple embedded single-function ECUs to one central automotive server and a
few zonal gateways
o ECU software — VMs and hypervisor agnostic
o CANbus / Automotive Ethernet
o TSN — Time sensitive applications
o Diversity of SoC — Common Standards
o Security, OTA and software updates
o Security and FuSa
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Secure and reliable VM-to-VM communication

Physical Automotive Ethernet shall
map to a virtio Ethernet device

Each hypervisor can implement in
different ways

ECUs do not know which hypervisor
implements it how -- is this safe and
reliable?

ECU 1 ECU 2
VM1 VM2
\ |
S -
Hypervisor / Host

Linaro
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Secure and reliable VM-to-VM communication

Physical Automotive Ethernet shall
map to a virtio Ethernet device

Each hypervisor can implement in
different ways

ECUs do not know which hypervisor
implements it how -- is this safe and
reliable?

ECU 1 ECU 2
VM1 VM2
Hrlypervisor/ Hoét

TEE driver

Secure

Trusted
Application

Trusted
Application

TEE Internal API

OP-TEE Kernel

Firmware / Secure Monitor

Would a TEE / secure mode handshake or secure
infrastructure implementation make sense?

Linaro
- 35



Software Defined Vehicle

e From multiple embedded single-function ECUs to one central automotive server and a
few zonal gateways
o ECU software — VMs and hypervisor agnostic
o CANbus / Automotive Ethernet
o TSN — Time sensitive applications
o Diversity of SoC — Common Standards
o Security, OTA and software updates
o FuSa

Linaro
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What is AF_XDP

Userspace

XDP PASS

https://connect.linaro.org/resources/bkk19/bkk19-121/

XDP REDIRECT

ndo_xdp_xmit



https://connect.linaro.org/resources/bkk19/bkk19-121/

Why XDP for TSN

e TSN requires bounded latency and low bounded jitter

e XDP can’t guarantee jitter. It can offer significantly lower latency compared to the
default network stack

e Due to its design can work well with ‘mixed’ packet scenarios. TSN packets can be
offloaded to user-space while non-critical traffic is handled by the kernel

e AF_XDP is designed to operate as a socket

e AF_XDP L2 packets can work really well with existing user-space L2 solutions (VPP,
LWIP etc)

Linaro
38



https://connect.linaro.org/resources/sfo17/sfo17-209/

latency, us driver stack complete
T minimum 27.97 63.12 92.30
mean +- RMS [37.04 +2.90 |67.41 £5.73 104.45 £8.15
AMS572x, rx, ptp ¥ complete
M stack
load CPUO, prio, affinity CPU1 (+ completion interrupt pin) # driver
9
o]
T 80,
6{) wt“mevwmrw‘imm('ﬂ' <!mw mnv:
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Linaro
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https://connect.linaro.org/resources/sfo17/sfo17-209/

TSN with AF_XDP 10k packets 1kpps mmio access disabled

~2MUS

10*

time in nanoseconds

10°

https://connect.linaro.org/resources/bkk19/bkk19-121/

6000 8000 10000


https://connect.linaro.org/resources/bkk19/bkk19-121/

To be completed: AF_XDP in VMs

AF_XDP provides the required latency up to |
user space code running in the host é:‘,iiiﬂ‘;i‘“e

a N
Combine virtio and AF_XDP to deliver the oy ]* M
required latency up to user space code )

. . M VM-to-VM
running in a VM

WA

Zonal
Gateway

22

32 Server CPU
N /

v 42
. 4 :

SPI, 12C, CAN
or Automotive
Ethernet
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Software Defined Vehicle

* From multiple embedded single-function ECUs to one central automotive server and a

few zonal gateways
o ECU software — VMs and hypervisor agnostic
o CANbus / Automotive Ethernet
o TSN — Time sensitive applications
O
Diversity of SoC — Common Standards
o Security, OTA and software updates
o FuSa




Arm SOAFEE

Initiative to enable cloud native software experience across Arm’s embedded edge ecosystem
Based on Project Cassini and System Ready and extended to cloud native mixed critical workload
development

Open standards for cloud native embedded edge
Open forum and Special Interest Group to adopt and extend standards for cloud native mixed

critical SW development S O A F E E

Open-source reference software stack
Reference software stack for development and ecosystem seeding to enable path from
development to commercial deployment




Arm SOAFEE Cloud Native Architecture

Cloud Service Providers :
: : : : Open-Source or Commercial
Mixed Microservice Based Automotive Workloads o o
S == = — — 1 e = — V= = — = 1 applications benefiting from
crcaltty | servicel [  Service2 [W  Service3 [ SOAFEE Architecture
ware | Virtlo Iy VirtlO '| Virtlo '
Orchestrator e e — == ! Open-source or commercial
RT Linux RTOS 1 RTOS 2 ..
technologies influenced by
_ArmSoC """""""""""""""""""""""""" SOAFEE Architecture
i Compute Microservice Based Automotive Workloads Safety Island i Container
: Platform Feature - — — jr— === = = ———— = — 1 : == = = = -
: Advertise + RT/Safety I ] | ! I : Safety : . I o
) ) | I I Control . [ “‘ {
: Container Runtime . . . | I
: For pVM :_ VirtlO I:_ VirtlO I:_ VirtlO I HAL HAL MCAL |' || Device HAL |l PA R S E C
Ly e e e e e e b e e e e e awh e e e e e (N ol
| 0S RT Linux RTOS 1 RTOS 2 Zephyr RTOS3 RTOS4 | ! 0S / RTOS
: Hypervisor + Safety/RT Extensions e.g., XEN Hypervisor / RTOS i
: . N
: SystemReady Firmware + Safety/RT Extensions Firmware ! Arm PSA
i CPUs GPU Accelerators / NPU Safety CPUs i > arm System Reody
i (Applications software) (Rendering) (Compute / Al) (Safe RT processing) |
1 L .
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SOAFEE Ecosystem Enabling

Arm

l

Linar

I

OSV/ISV

SOAFEE Members Collaborate, Contribute and Consume

SOAFEE SIG -------------------
ppen  pgR o WParsec K8S K3S NED  PPRunX
AMP
E t
projectsto IOEFL  BSDT  WXen ERTLinux WWAGL WELISA [RZephyr
Influence

Linaro Trusted
Substrate

Arm SystemArch AC
(EBSA, BBR, PSA)

Linaro Stratos

meta-ewaol,.....

Yocto Recipes (Recipes pulling in base components of SOAFEE)

Sandbox vertical stack |
component integration
and Interop |

Comp B |

Comp A |
Sandbox Validation
On Select Hardware

arm
Owned By SOAFEE

SIG AVA I

Independent Hosting

Linaro Project/Arm Driven Initiatives

Arm Solutions utilizing
SOAFEE

Arm Solutions

Cortex-R82 FVP
AVA

meta-ewaol

meta-arm

meta-arm-bsp

Linux Foundation Projects

GTM Partners




Software Defined Vehicle

e From multiple embedded single-function ECUs to one central automotive server and a
few zonal gateways
o ECU software — VMs and hypervisor agnostic
o CANbus / Automotive Ethernet
o TSN — Time sensitive applications
o Diversity of SoC — Common Standards
o Security, OTA and software updates
o FuSa
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Trusted Substrate

Dependable Boot

When exposed outside data centers,
computers of all sizes are vulnerable
to a whole new set of risks...

LEARN MORE

Over-the-air Updates

Over-the-airupdates have been
around for a while but this process
needs to reach a degree of scalability
and trust never-seen-before...

LEARN MORE

https://www.linaro.org/trusted-substrate/

Trusted Services

Trusted Substrate is being developed
to facilitateportable Trust Services
across processor architectures and
platforms...

LEARN MORE

Linaro
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https://www.linaro.org/trusted-substrate/

LKFT

e Improve the quality of the Linux kernel by performing functional testing on Arm
hardware - LTS, stable, and upstream development branches

Lkrrj About LKFT 101 Boards Branches Tests Logs ¥

Test Results

linux-stable-rc-linux-4.4y - testing... 5 hours ago
linux-stable-rc-linux-4.9.y 5 hours ago
linux-stable-rc-linux-4.14.y » testing... 5 hours ago 1854 passed 3failed 299 skipped
linux-stable-rc-linux-4.19y » testing... 5 hours ago 651 passed 0 failed 1 skipped
linux-stable-rc-linux-5.4y » testing... 5 hours ago 1559 passed 124 skipped
linux-stable-rc-linux-5.10y - testing... 5 hours ago 8619 passed 76 failed 1125 skipped
linux-stable-rc-linux-5.13y » testing... 5 hours ago 73604 passed 1056 failed 12309 skipped
linux-stable-rc-linux-5.14.y * testing... 4 hours ago 259 failed 7374 skipped
https:/Ikft.linaro.ora/ linux-mainline-master » testing... 18 hours ago 507 failed 2362 skipped
https://tuxsuite.com/ linux-next-master » testing... 14 hours ago 1079 falled 9893 skipped Linaro
48


https://lkft.linaro.org/
https://tuxsuite.com/

Software Defined Vehicle

e From multiple embedded single-function ECUs to one central automotive server and a
few zonal gateways
o ECU software — VMs and hypervisor agnostic
o CANbus / Automotive Ethernet
o TSN — Time sensitive applications
o Diversity of SoC — Common Standards
o Security, OTA and software updates
o FuSa

Linaro
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OP-TEE FuSa workshop

e Each provider of the software Non-secure
running in each VM is

Secure

Trusted Trusted
Application Application

TEE Internal API

responsible for Functional
Safety compliance where TEE Client AP

required
Driver

OP-TEE Kernel

e Ongoing efforts to investigate
the requirements for OP-TEE
and for the Secure Monitor
firmware Key

Firmware / Secure Monitor

OP-TEE Other Secure
component software

Linaro
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Implication graph
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Summary

e Linaro is working closely with Arm to enable the Software Defined Vehicle disruption
e Arm SOAFEE is the reference software architecture for Cloud Native Edge
e Linaro is leading the collaborative development of open source projects in SOAFEE

Get involved with us!

Linaro Connect keynotes
Android Automotive OS keynote by Google
bG and Al keynote by Qualcomm
From Mobile to Automotive: Delivering Intelligent, Next-Gen Digital Cockpit Solutions, keynote
by Qualcomm

White Papers
Software Defined Vehicles and the need for standardization
Trusted Substrate

Linaro
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https://connect.linaro.org/resources/lvc21/lvc21-200/
https://connect.linaro.org/resources/lvc21/lvc21-100k2/
https://connect.linaro.org/resources/lvc21f/lvc21f-100k1/
https://connect.linaro.org/resources/lvc21f/lvc21f-100k1/
https://static.linaro.org/assets/automotive_white_paper_0921.pdf
https://static.linaro.org/assets/TrustedSubstrateWhitePaper_v2.pdf

Thank you

andrea.gallo@linaro.org



