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@ y Introduction

25 June 2020:

UN formally adopt two new regulations on
Automotive Cybersecurity

= 775 million consumer vehicles will be connected via telematics or
by in-vehicle apps by 2023

» 70% of worldwide new light-duty vehicles and trucks will be
shipped with embedded connectivity

= 100 million LOCs in 2020, 300 million LOCs in 2030
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@ y \ Introduction

25 June 2020:

UN formally adopt two new regulations on
Automotive Cybersecurity

= UNECE (United Nations Economic
Commission for Europe)

= WP.29 objective: “to initiate and pursue actions

aimed at the worldwide harmonization or
development of technical regulations for
vehicles.”

= GRVA (Groupe de Rapporteurs, Automated
and connected Vehicles)
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@ y Introduction

25 June 2020:

UN formally adopt two new regulations on
Automotive Cybersecurity

= Managing vehicle cyber risks

R155

= Securing vehicles by design to mitigate UN Regulation
risks along the value chain on Cybersecurity
and Cyber Security

: , _ Management Systems
= Detecting and responding to security

incidents across vehicle fleet

R156
UN Regulation
on Software Updates

Providing safe and secure software
updates, including “Over-the-Air”

(O.T.A.) updates. and Software Updates
Management Systems
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@soluﬁons Identification and status of the regulation

R156

E:'ECETRANS:SOS‘RA'J!AM 155

January 2021: entry into force

4 March 2021

Introduction timing: under preparation

Agreement

Concerning the Adoption of Harmonized Technical United Nations
Regulations for Wheeled Vehicles, Equipment and Parts which can be
Fitted and/or be Used on Wheeled Vehicles and the Conditions for
Reciprocal Recognition of Approvals Granted on the Basis of these
United Nations Regulations

(Revision 3, including the amendments which entered into force on 14 September 2017)

dum 155 - UN Regulation No. 156 R155

Date of entry into force as an annex to the 1958 Agreement: 22 January 2021

Uniform provisions concerning the approval of vehicles with regards to
software update and software updates management system

U —— January 2021: entry into force

is: ECETRANS/WP.20/2020/80.

July 2022: compliance required in the UE for all
UNITED NATIONS new vehicle type approvals

July 2024: compliance required in the UE for all
new vehicle registrations

" Former titles of the 3
Agresment conceming the Adoption of Uniform Condisons of Approval and Reciprocal Recogrstion of
Approval for Motor Vehicle Equipment and Parts, done t Geneva or. 20 March 1058 (orizinal version);
Agreement concerning the Adoption of Uniform Technical Prescriptions for Wheeled Vehicles,
Equipment and Parts which can be Firted and'or be Used on Wheeled Vehicles and the Conditions for
Reciprocal Recognition of Approvals Granted on the Basis of these Prescriptions, done at Geneva on
5 October 1995 (Revision J)
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@SO’Uﬁons\ Scope of the regulation

UN Regulation on Software Updates and Software
Updates Management Systems
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@sowﬁons\ The regulation split approach

SUMS

Vehicle type
RXSWIN

Software
Identification
Requirements

Vehicle
Requirements

Software Update

Management
System
Requirements
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@soluﬁons\ Requirements on SUMS - in brief

= Configuration management and quality control
processes at manufacturer

* Processes for ensuring updates are executed safely
and will not affect the safety or certification of vehicles

* Processes for informing users of updates
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@soluﬁons\ Assessment of SUMS

Manufacturer

Documents
describing the
SUMS

Declaration of
compliance for
the SUMS

Demonstration of
conformance

Approval
Authority

[=
=

Certificate of compliance
for SUMS
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@sowﬁons\ Declaration of compliance for SUMS

Manufacturer’s declaration of compliance with the requirements for
Software Update Management System

N ..(Manufacturer Name) attests that the necessary processes to comply with the
reqmmments for the Software Update Management System laid down 1n paragraph 7.1 of
UN Regulation No. [Thiz Regulation] are installed and will be maintained.

Name of the slmmatOr Y. e e e
Function of the sl gmatomy: o e

(Stamp and signature of the manufacturer’s representative)
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@soluﬁons\ Cerification of compliance for SUMS

= Shall remain valid for a maximum of 3 years

= After 3 years, extension for other 3 years

* May be withdrawn if the requirements of the Regulation
are no longer met.
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@soluﬁons\ Requirements on the vehicle type — in brief

* Protect SU delivery mechanism and ensure integrity
and authenticity

» Software identification numbers must be protected

= Software identification number is readable from the
vehicle.
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@soluﬁons\ Requirements for OTA on the vehicle type — in brief

= Restore function if update fails

= Execute update only if sufficient power

» Ensure vehicle is capable of conducting update
» Ensure safe execution

» Inform users about each update and about their

completion.
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@somﬁons\ Assessment of vehicle type

Information E E ® Documentation
document + = ackage
olo & p g

Approval
Manufacturer Authority
- °
= Certificate of )
Q: compliance for
the SUMS l
Vehicle (for Approval of
vehicle type

testing

purposes) @
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@so,u,,-o,,s Information document

1

e R

O

Make (trade name of manufacturer): ..o

Tvpe and general commercial description(z): .
(Type 15 the type to be approved, com.merﬂal descnptlon reﬁers to the pmduct in
which the approved type 15 used)

Means of identification of type, if marked on the velaele: ... ... ...
Location of that marking: e
Categorviies) of wehacle: e
Name and address of manufacturer’ manufacturer's representative: ...
Name(s) and Address(es) of assembly plant(s): ... ..o
Photograph(z) and'or drawmng(s) of a representative velacle: ...
Software Updates

General construction charactenstics of the vehucle tvpe:

The nmnbe:r of the Certificate of Comphance for Software Lpdate Mmagement

Security measures.

. Documents for the velucle type to be zpptmved desmbmg that the u'pdalne process will

be performed securely ..

. Doc'umems for the tehlcle type to be zpprmed desmbmgthatthe RXSWINs on a

Security
Documentation

Software updates over the awr

. Documents for the vehicle type to be zppmoved descnbmg that the updatae process will
be performed safely ... N .

. How a vehicle user 15 able to be mformed about an u'pd.alJe before and after its
execution. ..

OTA
Documentation
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.-\, Communication of vehicle type approval

= Approval

= Extension of
approval

= Refusal of approval

(Maximum format: A4 (210 x 297 mm))

issued by:  Name of administration:

Conceming:* Approval granted

Approval extended

Approval withdrawn with effect from dd'mm/yyyy
Approval refused

Production defimtively discontinued

of a vehicle type, pursuant to UN Regulation No. [thir Regulanion]
ADDTOVEL 0. ettt ettt ettt ettt
B T 0 1 TSSO

I A R

Make (trade name of MEMIERCTIITET). e
Means of identification of type, if marked on the vebucle: ... ...
Locaton of that marking: .. e
Categoryiies) of weldole: e
Name and address of manufacturer | manufacmirer’s representative: ...
Name(s) and Address(es) of the production PLADIE) ..o
Number of the cernficate of compliance for soffware update management system: .
Software updates over the air inchaded (Yes/ o). o

Technical Service responsible for carrying out the tests: ...
Date of 185 TEPOTE. oo
P LT g T 0 SO

The mdex to the informaton package lodged with the Approval Authority, which may
be obtzined on request is attached.
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Marking of vehicles

@ solutions

= After a vehicle type is approved, all vehicles conforming
to that type shall be marked.

* The mark shall be placed near to the vehicle data plate.

= 8§ mm min.

Number of the Number of the Number of
country regulation the approval
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@\ RXSWIN

Regulation

SoftWare
Identification
Number

Ays iyl
R X SWIN 000«
> o
Regulation number for which _

the vehicle type is approved.

» Examples:

R156 SWIN 0023
R79 SWIN 0045
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@\ RXSWIN

» Defined by the manufacturer (alpha numerical
characters), unique.

= |dentifies software versions of all ECUs on the vehicle
which are relevant for a certain UN regulation.

= Changes only when there is a change in the software
which need an extension/renewal of the vehicle type
approval.

Principle = to trace type approval relevant software modifications.
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@\ RXSWIN

= Can be read through OBD via diagnostic tools, or at
the vehicle manufacturer

= Shall be protected against unauthorized modifications.

= |t is not mandatory.
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@soluﬁons RXSWIN: identifies relevant software/hardware for a UNR

Source: «TFCS-TPCM2-03 (JPN) Test
E Ver5 Ver7 Ver4d
Phase Report from Japan on SU.pptx”
C
i
U
Regulations SysID RXSWIN

(approved types only)

R13H ( ]
O ® ] }_|
(Brakes) | BR-5ys04 R13H SWIN 0004
R39 ( J
(Speedometer) ? | SPMT-Sys06 }—| R39 SWIN 0006

e ® P [ ST-Sys02 H R79 SWIN 0002 J
2e L 00,

Luxury Equipment

(not subject to (— [ MM-Sys09 ]
approval)

31
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@so,u,,-o,,s RXSWIN: software update

N Vers W Ver7 |

C
i
U
Regulations SysID RXSWIN
(approved types only)

R13H ( ]
. @ _ }_|
(Brakes) | BR-5ys04 R13H SWIN 0004

R39 ( ]
(Speedometer) ® | SPMT-5ys06 }—| R39 SWIN 0006

e ® ® [ ST-Sys02 ]—[ R79 SWIN 0002 ]
2e < 00

Luxury Equipment

(not subject to (— [ LE-Sys09 ]
approval)

32

Intecs Solutions S.p.A. — Reproduction Forbidden /




@soluﬁons\ RXSWIN: correlates versions to type approval

Approval

- =<

- Manufacturer
N

Modifications on EPS software

o)
)

Updated
information
document

OLD

RXSWIN: R79 SWIN 0002 0003
Type approval: R79 0415 Ext.00

[ R79 0415 Updated
certification
of
Ext.01 compliance

________________________________

AY
N

)

applies

provides

-

Authority ~ ~.

o< R19 ]

- e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

The Approval Authority confirms it
is not necessary to have a new
type approval for R79

\ 4

The Approval Authority extends
the type approval

NEW

RXSWIN: R79 0003
Type approval: R79 0415 Ext.01

N e o o o = = = = - - ——
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@soluﬁons COI‘IC'USionS

3Maren 2001

Agreement

Concerning the Adoption of Harmonized Techmical United Nations
? ccled Velicles. Equi »: an be
Fitted and/or be Used on Wheeled Vehicles and the Cor for
Reciprocal Recognition of Approvals Granted on the Basis of these
Taited Nations Regulations™

. Vehicle
Software Update

Management
System
Requirements

Software
Identification
Requirements

Addendum 155 - UN Regulation No. 156

Requirements

"Date ofenry o force 25 an sz o he 1958 Agreement 22 Famuary 2021

@wm.\ RXSWIN: software update

£ EECEE BT B =
. 2 0B
U
Approval ESuilasions R opproved types o)

Authority Ras Morones |

__ _ B

tmﬁ:? : | sT-sys02 }—[ R79 SWIN 0002 ]

2 )
EEER .

| MM-Sys09

32
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@soluﬁons \ Thank yOU!

Valentina Lomi
Automotive Solutions and System Integration Manager

Intecs Solutions S.p.A

Via Umberto Forti, 5 Loc. Montacchiello
56121 Ospedaletto - Pisa

Phone: +39 050 96 57 411 (533)
Mobile: +39 346 180 9749
valentina.lomi@intecs.it www.intecs.it
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