
SYSTEM ENGINEERING
SOFTWARE DEVELOPMENT

PROCESS & RAMS CONSULTING
VALIDATION & VERIFICATION

EMBEDDED SOFTWARE
intecs solutions

Automotive Spin – 18/11/2021

“R156: UN Regulation on Software 
Updates and Software Updates 
Management Systems”,
an overview.



Intecs Solutions S.p.A. – Reproduction Forbidden

Contents

§ Introduction
§ Identification and status of the regulation
§ Scope of the regulation
§ The regulation split approach
§ Requirements on SUMS – in brief
§ Assessments, declaration and certification of compliance for SUMS
§ Requirements on the vehicle type – in brief
§ Assessment of vehicle type
§ Marking of vehicles
§ RXSWIN
§ Conclusions

2



Intecs Solutions S.p.A. – Reproduction Forbidden

Introduction

3

§ 775 million consumer vehicles will be connected via telematics or
by in-vehicle apps by 2023

§ 70% of worldwide new light-duty vehicles and trucks will be
shipped with embedded connectivity

§ 100 million LOCs in 2020, 300 million LOCs in 2030

25 June 2020:
UN formally adopt two new regulations on
Automotive Cybersecurity
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25 June 2020:
UN formally adopt two new regulations on
Automotive Cybersecurity

§ UNECE (United Nations Economic
Commission for Europe)

§ WP.29 objective: “to initiate and pursue actions
aimed at the worldwide harmonization or
development of technical regulations for
vehicles.”

§ GRVA (Groupe de Rapporteurs, Automated
and connected Vehicles)

UNECE
WP.29
GRVA
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25 June 2020:
UN formally adopt two new regulations on
Automotive Cybersecurity

§ Managing vehicle cyber risks

§ Securing vehicles by design to mitigate
risks along the value chain

§ Detecting and responding to security
incidents across vehicle fleet

§ Providing safe and secure software
updates, including “Over-the-Air”
(O.T.A.) updates.

R155
UN Regulation 

on Cybersecurity
and Cyber Security 

Management Systems

R156
UN Regulation 

on Software Updates 
and Software Updates 
Management Systems
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7

R156

January 2021: entry into force

Introduction timing: under preparation

R155

January 2021: entry into force

July 2022: compliance required in the UE for all
new vehicle type approvals

July 2024: compliance required in the UE for all
new vehicle registrations
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Scope of the regulation

UN Regulation on Software Updates and Software
Updates Management Systems
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The regulation split approach

SUMS
Vehicle type

RXSWIN
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§ Configuration management and quality control 
processes at manufacturer

§ Processes for ensuring updates are executed safely 
and will not affect the safety or certification of vehicles

§ Processes for informing users of updates
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Manufacturer
Approval
Authority

Documents
describing the 
SUMS

Declaration of 
compliance for 
the SUMS

Demonstration of 
conformance

Certificate of compliance
for SUMS
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Declaration of compliance for SUMS
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Cerification of compliance for SUMS

§ Shall remain valid for a maximum of 3 years 

§ After 3 years, extension for other 3 years

§ May be withdrawn if the requirements of the Regulation 
are no longer met. 
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§ Protect SU delivery mechanism and ensure integrity 
and authenticity

§ Software identification numbers must be protected

§ Software identification number is readable from the 
vehicle.
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20

§ Restore function if update fails

§ Execute update only if sufficient power

§ Ensure vehicle is capable of conducting update

§ Ensure safe execution

§ Inform users about each update and about their 

completion.
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Manufacturer
Approval
Authority

Information 
document

Vehicle (for 
testing
purposes)

Documentation
package

Approval of 
vehicle type

Certificate of 
compliance for 
the SUMS
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Information document

Security 
Documentation

OTA
Documentation
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Communication of vehicle type approval

§ Approval

§ Extension of 
approval

§ Refusal of approval
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Marking of vehicles

§ After a vehicle type is approved, all vehicles conforming
to that type shall be marked.

§ The mark shall be placed near to the vehicle data plate.

26

Number of the 
country

Number of the 
regulation

Number of 
the approval
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RXSWIN

§Examples:
R156 SWIN 0023
R79 SWIN 0045

28

Regulation number for which
the vehicle type is approved.

Identification number

Regulation

SoftWare
Identification

Number
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RXSWIN

§ Defined by the manufacturer (alpha numerical
characters), unique.

§ Identifies software versions of all ECUs on the vehicle
which are relevant for a certain UN regulation.

§ Changes only when there is a change in the software 
which need an extension/renewal of the vehicle type
approval. 

29

Principle = to trace type approval relevant software modifications.
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RXSWIN

§ Can be read through OBD via diagnostic tools, or at
the vehicle manufacturer

§ Shall be protected against unauthorized modifications.

§ It is not mandatory.

30
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R13H 
(Brakes)

R39 
(Speedometer)

R79 
(Steering Eqpm.)

Regulations

ABS IVI EPS

Ver5 Ver7 Ver4E
C
U

Luxury Equipment
(not subject to 

approval)

BR-Sys04

SPMT-Sys06

ST-Sys02

MM-Sys09

SysID

R13H SWIN 0004

R39 SWIN 0006

R79 SWIN 0002

RXSWIN 
(approved types only)

RXSWIN: identifies relevant software/hardware for a UNR 

Source: «TFCS-TPCM2-03 (JPN) Test 
Phase Report from Japan on SU.pptx”
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R13H 
(Brakes)

R39 
(Speedometer)

R79 
(Steering Eqpm.)

Regulations

ABS IVI EPS

Ver5 Ver7 Ver4E
C
U

Luxury Equipment
(not subject to 

approval)

BR-Sys04

SPMT-Sys06

ST-Sys02

LE-Sys09

SysID

R13H SWIN 0004

R39 SWIN 0006

R79 SWIN 0002

RXSWIN 
(approved types only)

RXSWIN: software update 

Ver5

ST-Sys03 R79 SWIN 0003
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RXSWIN: correlates versions to type approval

Modifications on EPS software 

EPS

Ver4 Ver5

Updated
information 
document

Manufacturer

applies

Approval
Authority

R79

The Approval Authority confirms it
is not necessary to have a new 

type approval for R79 

RXSWIN: R79 SWIN 0002      0003
Type approval: R79 0415 Ext.00 

OLD

The Approval Authority extends
the type approval

RXSWIN: R79 0003
Type approval: R79 0415 Ext.01 

NEW

providesUpdated
certification

of 
complianceExt.01

R79 0415
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Conclusions
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Approval
Authority
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Thank you!
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