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ISO 26262:2018 General }4

MARELLI

= 1S0 26262 is the adaptation and the replacement of IEC 61508 to address the sector
specific needs of electrical and/or electronic (E/E) systems within road vehicles

This adaptation applies to all activities during the safety lifecycle of safety-related systems
with electrical, electronic (E/E) and software components.

ISO 26262 addresses possible hazards caused by malfunctioning behavior of safety related E/E
systems, including interaction of these systems

ISO 26262 does not address hazards related to electric shock, fire, smoke, heat, radiation, toxicity,
flammability, reactivity, corrosion, release of energy and similar hazards, unless directly caused by

malfunctioning behavior of safety related E/E systems
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Objective }4

MARELLI
Objective: Reduce risk to a socially acceptable level

Risk is a combination of probability
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\ /
always | N 925 risk is not
y ) acceptable
>
\ B
\ % ‘
\ a «— Safety: Free from unacceptable risks
\
seldom
riskt;s;J | ~ o
: acceptable
improbable P Sso -
=
. ’ > Severity
low medium high

ELECTRIC POWEKIRAIN 4



Development cycle overview
MARELLI

I 1. Vocabulary I

2. Management of functional safety

| 2-5 Overall safety management

| | 2-6 Project d dent safety nt | |2-7 Safety management regarding production, |

operatlon, service and decommissioning

3, Concept phase roduction, operation,
service and

decommissioning

4, Product development at the system level

gral toplcs for the product
ent at the system level

4-7 System and {tem Integry

|3-s Item definition and testing

Performed

3-6 H d lysis and risk 7=5 Plannlng for productlon,
b O E M asses::lae:-t Rt | 4-8 Safety validation ‘ operation, service and
decommilssloning

3-7 Functional safety concept |
76 Production |

12, Adaptation of ISO 26262

| 7-7 Operation, service and |
for motorcycles

decommissioning

12=-5 General toplcs for adaptation
for motorcycles
12-6 Safety culture

12-7 Confirmation measures

12-8 Hazard analysis and risk
assessment

12-9 Vehicle integration and
testing

12-10 Safety valldation

verlflcation

8, Supporting processes

8«5 Interfaces within distr’buted developments 8-9 Veriflcatlon 8-14 Proven In use argument

8-6 Specification and gement of safety 8-10 Documentation management 8-15 Interfacing an application that is out of scope
requirements 8-11 Confidence in the use of software tools of ISO 26262

8-7 Conflguration 8-12 Quallflcation of software components 8-16 Integration of safety-related systems not
88 Change management 8=-13 Evaluation of hardware el developed according o I1SO 26262

9. Automotlve safety Integrity level (ASIL)-orlented and safety-orlented analyses
| 9-5 Requirements decomposltion with respect to ASIL talloring ] | 9=7 Analysls of dependent fallures |
|96 Criterla for coexlstence of elements | 9-8 Safety analyses |

[ 10. Guidelines on ISO 26262 |
| 11, Guidelines on application of ISO 26262 to semiconductors |
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Hazard analysis and risk assessment (HARA) h4

MARELLI

Assessment of potential malfunctions in different scenarios and determination
of "safety goals with the associated integrity requirement (ASIL)".

ASIL: Automotive Safety Integrity Level

Each hazardous event is assessed considering its Severity, Controllability and
Exposure:

« ASIL is identified according to a specific table

« Starting from the hazardous events, SAFETY GOALS are defined, and they inherit
the corresponding ASIL
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Hazard analysis and risk assessment (HARA)

1

MARELLI
Controllability C
Severity S Exposure E C1 C2 c3
E1 QM QaMm M
E2 QM QM oM
” E3 QM am ASILA
E4 QM ASILA ASILB
E1 QM QaMm M
“e am am ASILA
> E3 QM ASILA ASILB
E4 ASILA ASILB
El am am ASILA®
3 E2 QM ASILA ASILB
E3 ASILA ASILB
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ASIL’s impacts on development hﬂ

MARELLI

ASIL has a huge impact on the development, management and company organization as well.

The higher the ASIL is, the more stringent and severe the required methods to be applied are

O Inductive and deductive analysis shall be performed (FMEA. FTA) as well as quantitative
analysis (FMEDA)

O High required diagnostic coverage for single point fault (e.g. > 99% for ASIL D)

Low value of FIT (10 FIT for ASIL D of the whole system)

O High value of software coverage and more severe methods to be applied (e.g. 100% MCDC

U

coverage for unit testing ASIL D)
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Functional Safety — Marelli Electric Powertrain Safety organization P4

. ) . . . MARELLI
The higher the ASIL is, the more the level of independence needed for the confirmation measures
and assessment is
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Marelli’s development process

It is based on A-SPICE (3.1) reference model for system and software development, integrated

with requirements derived from 1SO26262 when needed

—— e
7 Stakeholders
Requirements Change Requests Problems System/SW Release
SE ST Product Delive
Gathering y
SYS.1 Problem & Change SPL2
Specification Ref List, Management Validated System,
StRS, FSC SUP.9/SUP.10 Syl TD/TR, Sy TD/TR
System Requirement & System Integration &
# § Architecture Design SYRS, SyAD. SyQC Validation €
§ E’, SYS.2/SYS 3 & SYS.4ISYS5 g
ol & SyRS, SyAD, TSC, System Validated pre-tuned SW, S
g g and System Safety Analysis SW TDITR g
= = =
Z| e ; ; 5
£lls | SwRS, SwQC SW Validation =
= = s
& g SWE.6 Intermediate a
s\ 8 Sw release =
.g § Integrated pre-tuned SW, 5
S| § SWI TDTR o
-
" &
SWAD, SW. Analysis, SWSafety SDD. SDT. Code, Unit Test
Analysis, Safety SWAD (TDITR), Static Analysis
=4 o~ SW Detailed Design & Unit
S 8 Construction -
o~ o~ d
SWE_3/SWE .4 &
8| 8 3
| MAN.3 Project Management Risk Management
Isun 1 Quality Assurance SW Supplier Monitoring
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Marelli’s development process VS 1S026262: example SW/Sys development h 4

MARELLI
The goal is to have one development process suitable for both safety and not safety development

[ 1, Vocabulary ] fati Stakeholders
Requirements Change Requests Problems System/SW Release
2, Management of functlonal safety ‘
[ 2-5 overail safety management | [26 Project dependent satety management | [2:7 Safety management regarding production. ] Requirement Product Delivery
1 | Gathering
3, Concept phase 4, Product development at the system level Production, operatlon, SYS.1 . i Pm'::m l;mllﬂlm SPL2
gral toplcs for the product 4-7 System and ltem !ntegrg service and Spelon Ref s nage “‘{ﬂ'dﬂed System,
gat at the system level and testing decommissioning R
zard amalysts and vk 7+5 Planning for productlon, 7 )
B afety concept I operation, service and System Requirement & SJRS, S/AD. $/0C SR
decommissloning € Architecture Design - Validation £
I 37 Functional safety concept E SYS25YS3 SYS4/SYS5 E
o )
< alcdaeoatiie Z
12, Adaptatlon of IS0 26262 77 Operation, service and g g
for motorcycles ary decommissioning ! 5 !
12-5 General toplcs for adaptation pral topl§ 2 SW Requirement SWRS, SWaC o 5
for motorcycles 5 i En:i: — SW Validation %
12-6 Safety culture T 8 : £
2 SWES Infermediate ES
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— & SWITDTR B
12-8 Hazard analysis and risk
assessment )
12-9 Vehidle Integration and wiolatlons du SW Architectural SW Integration
testing hardware fall Design & Test
5 —validation
12-10 Safety valldation A0 Hardy SWE2 o T ’
SWAD, SW Analysis, SWSaety SDD. SDT. Code, Unit Test
8, Supporting processes Analysis, Safety SWAD (TDITR), Static Analysis
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86 Specification and management of safety 810 8-15 Interfacing an application that s out of SCope 3l 8 SW Detailed Design & Unit
requirements 8-11 Confidence in the use of software tools of 1S0 26262 sl e Construction @
8-7 Conflguratlon management 8-12 Quallflcation of software components 816 Integration of safety-related systems not ol o SWE.JSWE 4 %’
ol @ )
9. Automotlve safety Integrity level (ASIL)-orlented and safety-orlented analyses |MAM3 Project Management l A5 Risk Management
[95 Requirements decomposition with respect to ASIL talloring ] [9=7 Analysls of dependent fallurcs
t Y -8 Safety anal
96 Criterla for coexlstence of elements ] |98 Safety analyses - Quality Assurance | ot SW Supplier Monitoring
N

—
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Overview on SW development and management h 4

MARELLI
SW development is based on Autosar architecture, Model Based Design, A-Spice
e | =

Algorithm
Development
Architecture (INV, BMS, SR
N Cybersecurity P

s Toolchain Automotive s i )
o Evolution Spice ey |y ey
N . & i \ compliance : (==
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Example of work products development at system level P 4
The following work products foreseen by 1IS026262 are “mapped” on Sys1- Sys2 - Sys3 MARELLI
A-SPICE’s processes:
O Impact Analysis
O System Requirements and Architecture Plan => one single document for both ASIL and not ASIL
development which considers the methods specified by the safety plan
O System Integration and testing plan => the same as the previous one: one single document for both ASIL
and not ASIL

Technical safety requirements (including reviews and confirmation reviews)

(R

Hardware software interface (at system level)

O Safety analyses according to safety plan (depending on ASIL):

QO System FMEA, System FTA, System DFA including reviews and confirmation reviews
O System architectural design (including reviews and confirmation reviews) for both safety and not safety

requirements
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Case study: Rear double electric powertrain b 4

MARELLI
The system consists of a complete electric powertrain for independent delivery of

torque to each rear wheel for a sporty electric car and it is composed by:

&

2 X Inverters hardware

2 X Inverters software

2 X electric machines

sensors involved in the control logic or the

monitoring of the powertrain HM_ RL | EM. RR

Two mechanical reducers

U Ooooo
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Case study: Rear double electric powertrain

E-motors

Independent reducers

ELECTRIC POWERTRAIN

System overview
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OEM'’s responsibility: reference torque

calculation

ELE

Main system’s function: Torque actuation

(

i B
EV Torque Control
Unit

I

Marelli’s responsibility: torque actuation and

monitoring

Torque request
plausibility check

To consolidate RR
Torque request

~

_,| RR Wheel

Torque

/

To Rear Wheel | | RRTorque
Torque Request Request
RL INV
| RL Torque
Request
To consolidate RL
Torque request
-
18 __,| Torque request
8 J plausibility check

RL Wheel /
>
Torque

>
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Safety Goals r 4

MARELLI

O No overheating =>ASILD
O No risk of electric shock => ASIL D
O No unwanted over traction torque => ASIL D

O No unwanted over generative torque => ASIL D

Safe state

O Actual torque at wheels shall be close to zero in all operational conditions
0 ECU shall stop transmitting messages over can in all operational conditions

O Safe state shall be active till key off.
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Safe state’s impacts r 4

MARELLI

The definition and achievement of safe state has a huge impact on system and HW development

O Zero torque is achieved by means of phases circuit opening (6 switch open) or phases
short circuit (3 phase short) depending on electric motor speed. It means that the system
shall be able to activate the proper action even in case the control logic is not working at
all. => additional mechanism implemented in HW

U The can communication shall be always stopped, even in case the control logic is not

properly working, which means that an additional mechanism implemented in HW is

needed.
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Safety concept r 4

MARELLI
Based on E-Gas safety concept: three levels

O Level 1: it implements the «intended functions» compliant to ASIL QM
O Level 2: it performs an independent sw monitoring of level 1 compliant to ASIL D

Q Level 3: it performs an independent monitoring of the uP HW integrity compliant to ASIL D

Constraints

O Freedom from interference shall be achieved between level 1 and 2/3 which means
additional safety analyses to be performed and appropriate uP HW features (e.g. MPU)

U Independent HW able to perform the monitoring on main uP HW integrity (level 3)

U Independent HW able to always achieve the safe state when needed
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Safety concept

Main Controller

Input
signals

Freedom from
interference to be
achieved

Safety monitor ﬁ
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MARELLI

Levell
) )
Intended Functions
7
| Level2
> — )
Monitoring Safety Related Functions
Level3

Level2 processing monitoring

Main ;: C monitoring function used
by Level2

Safety Controller

Main ;: C monitoring

Command Critical output

stages

A K
Additional safety HW
to always achieve the
safe state

Enable
Enable
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System’s Architecture overview P 4

MARELLI

4 N

REDUNDANT pwr SUPPLY
POWER SUPPLY Active/passive discharge

N
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N ELABORATION

UNIT TORQUE W
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COMMUNICATION

RESOLVER
FAIL SAFE HW INTERFACE
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System’s Architecture overview

To achieve the safestate

REDUNDANT pwr SUPPLY (zero torque and no can
Active/passive disch communiation) in all

operational conditions

PSAFETY CORE SECURITY

ELABC".ATION
UNIT TORQUE ‘ | ‘

>

MARELLI

RESOLVER

INTERFACE
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System’s Architecture overview h 4

~

To implement LEVEL
3 of E-GAS concept

MARELLI

4 N
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System’s Architecture overview

0t

(

REDUNDANT pwr SUPPLY
Active/passive discharge

\_

To fulfill the safety
goal: No risk of
electric shock

MARELLI
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SW’s Architecture overview r 4

MARELLI

O AUTOSAR 4.3 SW architecture
O ASIL D qualified O.S (Scalability Class 4)

O E2E protection to achieve Freedom From Interference
O Safety relevant SW Components (both Application SW and Basic SW)

are allocated on uP’ safety core (with Lockstep)
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SW’s Architecture overview P 4
APPLICATION LAYER | MARELL

It implements the monitoring functions It implements the intended func{tlons

Level 2: ASILD Level 1: ASIL QM
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HIDDEN TRAPS : SAFETY MANUALS pﬂ
MARELLI

0 The safety manuals are related those components which implement internal safety
mechanisms or logic.

O They specify additional requirements to be fulfilled in order achieve the needed ASIL
which can have a huge impact on System and HW preliminary architecture

O Since the safety manuals are not immediately available and their analysis takes time,
this topic represents a potential risk of reworking, or delay, to be properly managed

O For that reason safety manuals should be available and analysed during the earliest

stages of the project.
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Example safety requirements coming from safety manuals hq

MARELLI

O In order to achieve ASIL D for analogue signals acquisition, Hw redundancy shall be

implemented:

Microcontroller

ASILD

SW ADC Driver

HW ADC_01

HW ADC_0x

ASIL D
input

ELECTRIC POWERTRAIN
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Required HW redundancy can
become a severe issue for the
project’s time scheduling if not
managed as soon as possible.
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CONCLUSION Pq

MARELLI

The capability of developing safety relevant complex systems (ASIL
C or D), in the required time, and in accordance with ISO 26262:2018,
is a discriminating factor in order to acquire new customers and new

projects.
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