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About Bhaskar Vanamali

 Married, 4 children
« Principal at Kugler Maag Cie

« Over 25 years of experience in industry and process
improvement

 Assisting medium-size companies as well as international
corporations, primarily in the automotive industry

« Very experienced trainer, moderator, and management coach
« Speaker at conferences and co-author of books

Qualification & Experience

« intacs™-certified Principal Assessor, SQIL (VW) and trainer, member of VDA PG13
(lead of sub-working group on ML), who

« conducted more than 160 assessments, many of them for OEMs

« trained more than 500 ISO/IEC 15504 provisional assessors from leading car
manufactures (OEMs) and suppliers

« advised OEM representatives on the development of Automotive SPICE®

* Project leader of several change and improvement projects based on SPICE and
CMM/CMMI®

Providing consultancy, coaching, and active support in several ECU development
projects in automotive

*  Member of ISO-working group for system and SW-engineering processes, and ML
standards
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« Members from OEMs, Tier 1 and Tier 2

- Optimal combination of experience plus fresh ideas

- Including assessors, instructors and process developers

Antenori, Sandro (Continental)
Becker, Martin (Volkswagen)
Burstika, Tim (BMW)
Dornseiff, Manfred (ZF)
Englander, Tino (Continental)
Fehérvari, Attila (Saneon)
Hamann, Dirk (Schaeffler)

Klostermann, Marc (Infineon)

Leonhardt, Barbara (Audi)
Ldschberger, Cornelia (Webasto)
Mandic, Irenka (Magna)

Metz, Pierre (Brose)

Morenzin, Jan (VDA QMC)
Miiller-Ott, Teresa (VDA QMC)
Ostermann, Martin (Ford)

Schoelzke, Manfred (Opel)
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Topf, Michael (ZF)

Vanamali, Bhaskar (KuglerMaag)
Westerhoff, Volker (Hella)
Wilokka, Albrecht (Bosch)

Zimmer, Jorg (Mercedes)

In alphabetical order
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Despite of great acceptance in worldwide community still some problems and misconceptions need to be
addressed

Reproducibility & comparability of assessment results have not improved
Assessment duration increased

Guideline content used as pure checklists

Growing formalism instead of understanding the context

Engineers in projects : frustration up — motivation down
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- Are Notes normative or informative?
NOTE 3: A release numbering implementation may include
the major release number
the feature release number
the defect repair number
the alpha or beta release

the iteration within the alpha or beta release

- Is it not useful to regard this as a checklist? Is this a complete list? What if one of these aspect is more
important than others?

-  Some assessors
- may find it appropriate to downrate if one of these aspects is missing

- say “Notes are informative. | check the numbering scheme for adequateness in the context of the
project.”
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Motivation for the PAM v4.0

Achieve maximum repeatability & reproducibility of a
Improve assessment efficiency

Reflect the current engineering state-of-the-art
Address modern collaboration models

Eliminate content redundancies

Avoid misinterpretations

Restructure the assessment model

© VDA QMC
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Removed PAM v3.1 processes (11):

ACQ.3
ACQ.11
ACQ.12
ACQ.13
ACQ.14
ACQ.15
SUP.2
SUPA4

Contract Agreement

Technical Requirements

Legal and Administrative Requirements -

Project Requirements
Request for Proposals
Supplier Qualification

Verification

Joint Review

SUP.7
REU.2
SPL.1

VDA QMC

Verband der Automobilindustrie
Qualitdts-Management-Center

Documentation
Reuse Program Management

Supplier Tendering
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NEW Processes (15)

HWE.1 Hardware Requirements Analysis* - MLE.1  Machine Learning Requirements

HWE.2 Hardware Design* Analysis

HWE.3 Verification against Hardware Design* MLE.2  Machine Learning Architectural Design

HWE.4 \Verification against Hardware MLE.3  Machine Learning Training

Requirements* - MLE.4 Machine Learning Model Testing
MEE.1 — MEE.x Mechanical Engineering* - SUP.11 Data Management Machine Learning

VAL.1 Validation

) Taking the intacs™-developed models as the basis, courtesy of
intacs™
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Revised Processes:

SPL.2 Product Release
MAN.5 Risk Management
ACQ.4 Supplier Monitoring
REU.2 Reuse Management

Other processes are adapted according to new concepts and the measurement framework used.
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Management Process System Engineering Process Group (SYS)
Group (MAN) svs.1 VAL.1
MAN.3 Requirements Elicitation Validation
Project Management SYS.2
System Requirements Svst S\Y/S._?. ti
. MAN.5 FEEs ystem Verification
Risk Management SYS.3 SYS.4
System Architectural System Integration and
MAN.6 Design Integration Verification
Measurement
"—: MAN.7 ' Software Engineering Process Group (SWE) Hardware Engineering Process Group (HWE) | | Mechanical Engineering Process Group
i Cybersecurity Risk i (MEE)
| Management ! SWE']', SWE.6 HWE.1 HWE.4
-------------------------- : Software Requirements Software Verification HW Requirements Verification against
Analysis Analysis HW Requirements
Process Improvement HWE.3
Process Group (PIM) SWE.2 SWE.5 HWE.2 .
Software Architectural Software Integration and ) Verification against
PIM.3 Design Integration Verification HW Design HW Design
Process Improvement
Softwa reS[‘)I(\eItEEIid Dl Softwa restrytE{lgrificat'on
I and Unit Construction : :
Acquisition Processs ———m™M™MX@X¥M¥X¥M M MM—mmMM@™M@M8 —M—H———MM8@M@¥ MMM¥™™M}M MM¥ M —M8M8M@™ —MMM@M@¥ MMM MMM M ————————————— - Basic Scope
_M_ Machine and Deep Learning (MDL) ! Cybersecurity Engineering Process Group (SEC) :
— ACQ.Z ] ) T =i [l
. il SEC.1 e SEC.2 1 SEC.3 P
Supplier Request and MLE.l : MLE.4 : i i Cybersecurity ii Cybersecurity i E Risk Treatment i i Risk T tSEC,t4V lidath
Selection Machine Learning Machine Learning i | 1 Requirements Elicitation 11 Implementation i Verification P SlICaEnen e cation New Process
Requirements Analysis Model Testing i B e A R R
ACQ.4 i
Supplier Monitoring MLE.2 MLE.3 Supporting Process Group (SUP)
Machine Learning Machine Learning SUP.8
Architectural Design Training SUP.1 s suP.9 SUP.10 SUP.11
Supply Process Group Quality A Configuration Problem Resolution Change Request Data Management
(SPL) uality Assurance Management Management Management Machine Learning
SPL.2
Product Release
Primary Lifecycle Processes | | Organizational Lifecycle Processes | | Supporting Lifecycle Processes | | Scope ASPICE for Cybersecurity |
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Changed Concepts
Separate PAM for ‘Potential Analysis’
Notes with implicit requirements or checklist-like enumerations will be revised or rephrased
Planning-related aspects shifted completely to Level 2
Restructuring of Level 3 GP (level semantics remain unchanged)

Work product characteristic replaced with the ISO 33060 concept of ‘Information Item Characteristic’
(1IC)

Extra tables for BP and [IC mappings to Process Outcomes
Traceability BP re-integrated into the consistency BP

New basic scope
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. . . . VDA QM
What is Machine Learning”? What can it do? QC

Give it a try. Face was generated by Al?

Qualitats-Management-Center

- ;’ ‘*

© VDAQMC
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Machine learning terminology
Basic machine learning concept

Real world problem /

24
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Concept

» Kugler Maag has process knowhow

Validated ML Model J
! Verified ML Model | |
' Trained ML Model E
» ML is affecting all aspects of automotive development | Configured Algorithm |
E Hyper Train _ i y
. Parameter Configured |« Verify ML < ! '
! <<configure>>  [J<<update>> Algorithm | ! Model i 1| Validate ML -
! v ! 0 Model !
! Algorithm [« : !i E
= We used support from an ML expert : | o ML | : |
! Parameter ! ' .
= Lostin translation! Data Set Management . |
v | :
Raw Data | <<Feature Exraction /| Preprocessed |[<<exract>>§ :
Set  |Daaromang> |  Data Set i
C_scetaot> N !
= The Onion

2 5 ©/Kugler Maag Cie | 2021
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,PICE for Machine Learning” plugin and addon
5&§Wt6ﬁfesses and 1 new process group is introduced by the standard

© VDAQMC

SWE.1
Software Require
Analysis

Software Engineering Process Group (SWE)

ments

SWE.2

Software Architectural

Design

SWE.6

Software Qualification

Test

SWE.5

Software Integration
and Integration Test

Machine Learning Process Group (MLE)

MLE A1
Machine Learning
Requirements Analysis

MLE.4

Machine Learning
Model Evaluation

MLE.2
Machine Learning
Architectural Design

MLE.3
Machine Learning
Training

Primary Life Cycle Processes

Supporting Life Cycle Processes |

Organizational Life Cycle Processes |

VDA Process Scope

Supporting Process Group (SUP)

SUP.11
Data Set Management

VDA QMC

Verband der Automobilindustrie
Qualitats-Management-Center
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Building blocks of "ASPICE Potential analysis" - BASIC and FLEX Sl eeeenEen

MAN.3 + MAN.5 + organisatorisch PR B
Engineering Config Mgmt + Release management {2
1,5h

Technical Problem
Resolution

Scope consists of BASIC set with at
least one plugin (SW, SYS, HWE..)
Add FLEX processes as needed.
Style and content in line with ASPICE
4.0.

Engineering focus in configuration
management and problem resolution
Duration BASIC ~2 days

SWE.1-SWE.3 {30

SWE.4 - SWE.6 ( 2h Quality Assurance L

h

SYS.1 1

m
L
=
UJ\
=
T
_l\
2
o
q—
Cybersec o
O
Q-
)
<

SYS.2 -Sys.3 Change management -

SYS.4 -SYS.5 (# ACQ.2+ACQ.4 -

plugin

© VDAQMC 29
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The Measurement Framework — Planning aspects at Level 2

PA 2.1 Performance Management Attribute PA 2.2 Documented Information Management
Attribute

GP 211 |dentify the objectives, and define a strategy for the GP2.21 Define the requirements for the documented
performance of the process. information.

GP 2.1.2  Plan the performance of the process to fulfill the GP 2.2.2 Define the requirements for documentation and control
identified objectives. of the documented information.

GP 2.1.3  Monitor and adjust the performance of the process GP 2.2.3 Identify and control the documented information.

GP 2.1.4  Define responsibilities, authorities and infrastructure GP 224 Review and adjust documented information to meet
needs. the defined requirements.

GP 2.1.5 Identify and make available personnel and
infrastructure resources.

GP 2.1.6  Manage the interfaces between involved parties.

© VDA QMC 31
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The Measurement Framework — Clear structure at Level 3

PA 3.1 Process Definition Attribute PA 3.2 Process Deployment Attribute

GP 3.1.1 Establish and maintain the standard process. GP 3.2.1 Deploy a defined process.

GP 3.1.2 Determine the required competencies. GP 3.2.2  Ensure required competencies for the defined
roles.
GP 3.1.3 Determine the required infrastructure. GP 3.2.3  Ensure required infrastructure.
GP 3.1.4 Determine suitable methods to monitor the GP 3.2.4  Monitor the performance of the
standard/defined process. (defined/deployed) process.

© VDAQMC 32
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PAM 3.1
Work Breakdown Structure
Requirements specification

Corrective action register

Focus is now on essential output of processes used directly as indicators — not on a “document®.

PAM 4.0
Work Packages
Requirements

Corrective action

VDA QMC

Verband der Automobilindustrie
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~ N ™ < Yo} © N~
(] (] (] Q [} () ()]
MAN.3 Project Management g 5 g % § § §
5|8|8|&8|8|8]|o
Output Information item
- Better overview of BP and Oll to outcome 0853 Saope of work X
14-xx Work package X X X
mapp| ng 13-04 Communication record X | X
13-16 Change request X
. . 13-19 Review record X X
® PerfeCt baS|S fOr pOCket QU|deS 14-02 Corrective action register X | X
14-06 Schedule X X X
14-50 Stakeholder groups list X
¢ Su pports assSessors 15-06 Project status report X X
Base Practices
° Supports tool development BP']f Def?ne the.sope.z of work X
BP2: Define project life cycle X X
BP3: Evaluate feasibility of the project X
BP4: Define and monitor work breakdown structure X X X X
BP5: Define and monitor project estimates and resources X X X
BP6: ensure required skills, knowledge, and experience X X
BP7: IQentify and monitor project interfaces and agreed X X X
commitments
BP8: Define and monitor project schedule X | X
BP9: Ensure consistency X X X X
BP10: Review and report progress of the project X | X
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Automotive SPICE ® for Cybersecurity

07/2021
09/2021
10/2021
12/2021
02/2022

Blue-Gold Book approved

Blue-Gold Book available as Download
Blue-Gold Book available as printed version
Training material finalized by intacs

Start of trainings

VDA QMC

Verband der Automobilindustrie
Qualitats-Management-Center

Joint Quality Management in the Supply Chain

36
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Roadmap

Q3 Q4 Q1 Q2

Q1 Q2 Q3 Q4

Automotive
SPICE® for
Cybersecurity

Automotive
SPICE® V4.0

Automotive
SPICE®
Guideline V2.0

© VDAQMC
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Q4

published  Training
available

+—

¢

Concept Workshop
development PG13

Exp
Revi

¢

¢

End of
Transition phase

doud

Merge with ASPICE V4.0
PAM 4.0
w
Yellow
of Book BG Book
opment
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intacs™ certified
Process Expert
(Automotive SPICE® Automotive SPICE®

Introduction

incl. Guidelines)

Path for assessors in other
models

Path for assessors in
Automotive SPICE®

intacs™ certified
Provisional

Assessor (AS)

Model Extensions

intacs™ independent trainings are
available on the market with various

durations (1-day, 2-day or more).

These trainings could be booked

independently from intacs™ to get
brief insights into the model.

These trainings are NOT acknowledged

for the assessor education!

Cyber = BLEICVERE Mechanical
Security R SPICE

= g Organization
T Nanagement SPICS SPICE

intacs™ certified
Competent
Assessor (AS)

Improvement o .
extensions >

Lead assessors need a certification for a model
extension to perform an assessment with this
' extension. .

© VDAQMC 38
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Assessors

- “intacs™ Certified Process

” o intacs™ certified intacs™ certified intacs™ certified intacs™ certified
Expert 1S always the mandatory Process Expert Process Expert Process Expert Process Expert
fl rSt traln | ng (Automotive SPICE® (Automotive SPICE® (Automotive SPICE® (Automotive SPICE®

incl. Guidelines) incl. Guidelines) incl. Guidelines)

incl. Guidelines)

intacs™ certified
Provisional
Assessor (AS)

intacs™ certified
Provisional
Assessor (AS)

intacs™ certified

- Model extensions can be ocs certit
attended at any time after the fAssessor(AS)
Process Expert training

Model
Extension

intacs™ certified
Competent
Assessor (AS)

intacs™ certified
Provisional
Assessor (AS)

intacs™ certified
Competent

Model
Extension

Assessor (AS)

intacs™ certified
Competent
Assessor (AS)

intacs™ certified
Competent
Assessor (AS)

Model
Extension

© VDA QMC 39
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Thank Youl!

Questions welcome

Bhaskar Vanamali

Bhaskar.vanamali@kuglermaag.com



